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Chapter 1 An Introduction to Information Systems
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Data consists of raw facts, such as student number, total hours studied in a week,

As shown in Table, several types of data can represent these facts. When facts are
arranged in a meaningful manner, they become information.
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Information is a collection of facts organized so that they have additional value
beyond the value of the individual facts.
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For example, sales managers might find that knowing the total monthly sales suits
their purpose more (i.e., is more valuable) than knowing the number of sales for
each sales representative.
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Data Represented by

Alphanumeric | Numbers, letters, and other
data characters

Image data Graphic images and pictures

Audio data Sound, noise, or tones

Video data Moving images or pictures

Graphic Images vs. Pictures: A Comparison

While the terms "graphic image" and "picture" are often used interchangeably,
there are subtle distinctions between them.

Graphic Images (Vector Graphics)

e Composition: Created using mathematical equations that define points,
lines, and curves.

e Scalability: Can be resized without losing quality, as they are based on
mathematical formulas rather than pixels.

e File formats: Typically saved in formats like SVG, EPS, or Al.

e Examples: Logos, icons, illustrations, and diagrams.
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vector graphic logo

Pictures (Raster Graphics)

e Composition: Made up of a grid of pixels, each representing a specific
color.

e Scalability: Can lose quality when resized, especially when enlarged, due
to the pixelation effect.

e File formats: Typically saved in formats like JPEG, PNG, BMP, or TIFF.

e Examples: Photographs, scanned images, and digital paintings.

Raster Vector

raster graphic photograph

Key Differences

Feature Graphic Images Pictures
Composition Mathematical equations  Pixels
Scalability Excellent Poor (when enlarged)
File Formats SVG, EPS, Al JPEG, PNG, BMP, TIFF
Examples  Logos, icons, illustrations Photographs, scanned images
In summary, graphic images are ideal for elements that need to be resized

frequently or printed at large scales, while pictures are better suited for capturing
real-world scenes or creating detailed visuals.




The transformation process: applying knowledge by selecting, organizing, and
manipulating data
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Data The transformation process Information
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SYSTEM CONCEPTS

System: A set of elements or components that interact to accomplish goals.
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The elements themselves and the relationships among them determine how the
system works. Systems have inputs, processing mechanisms, outputs, and
feedback
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Components of a System: A system’s four components consist of input,
processing, output, and feedback.
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System Performance and Standards

System performance can be measured in various ways.

Efficiency is a measure of what is produced divided by what is consumed. It can

range from O to 100 percent. For example, the efficiency of a motor is the energy

produced (in terms of work done) divided by the energy consumed (in terms of

electricity or fuel). Some motors have an efficiency of 50 percent or less because
of the energy lost to friction and heat generation.
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Questions for review

Which of the following statements is True/False?
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1-Statements of raw facts when formulated in a meaningful way become
information.(T)

Information from raw facts when formulated in a meaningful way, becomes
data(F)

1. Efficiency is a measure of what is produced divided by what is
consumed. (True)

2. Efficiency is a measure of what is consumed divided by what is
produced. (F)

3. System performance can be measured in various ways. (True)
4. Efficiency can range from 0 to 100 percent. (True)

5. The efficiency of a motor is the energy produced (in terms of work
done) divided by the energy consumed (in terms of electricity or fuel).
(True)

6. All motors have an efficiency of 50 percent or less. (False)

7. Some motors have an efficiency of 50 percent or less because of the
energy lost to friction and heat generation. (True)

1. Efficiency is the only factor that affects system performance. (False)

2. A motor with an efficiency of 100 percent would be perfectly
efficient. (True)

3. The efficiency of a motor can be improved by reducing friction and
heat generation. (True)

4. Energy efficiency is important because it can help to reduce costs and
environmental impact. (True)
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1. Which of the following is a measure of system performance?

o A. Efficiency
o B. Accuracy
o C. Reliability

2. What is the definition of efficiency?
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o B. The ability to perform a task accurately and quickly
o C. The ability of a system to withstand failures
o D. None of the above

3. What is the range of efficiency?

o A.0to 100 percent
o B. 10to 90 percent
o C. 20 to 80 percent
o D.30to 70 percent

4. Why do some motors have an efficiency of 50 percent or less?

o A. Because of energy lost to friction and heat generation
o B. Because they are not properly designed

o C. Because they are old and worn out

o D. All of the above

5. Which of the following is a benefit of improving the efficiency of a
motor?

o A. Reduced costs

o B. Reduced environmental impact
o C. Increased performance

o D. All of the above

Efficiency is a relative term used to compare systems. For example, a hybrid
gasoline engine for an automobile or truck can be more efficient than a traditional
gasoline engine because, for the equivalent amount of energy consumed, the
hybrid engine produces more energy and gets better gas mileage.
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Effectiveness is a measure of the extent to which a system achieves its goals. It
can be computed by dividing the goals actually achieved by the total of the
stated goals. For example, a company might want to achieve a net profit of $100
million for the year using a new information system. Actual profits, however,
might only be $85 million for the year. In this case, the effectiveness is 85 percent
(85/100 = 85 percent).
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True/False

1. Effectiveness is a measure of how well a system achieves its goals.
(True)

2. Effectiveness can be computed by dividing the goals actually achieved
by the total of the stated goals. (True)

3. A company that achieves a net profit of $85 million when its goal was
$100 million has an effectiveness of 100%. (False)

4. A company that achieves a net profit of $85 million when its goal was
$100 million has an effectiveness of 85%. (True)

5. Effectiveness is the only measure of the success of a system. (False)

Multiple Choice
1. Which of the following is the best definition of effectiveness?

o A. The extent to which a system achieves its goals.
o B. The efficiency of a system in using its resources.
o C. The quality of the outputs produced by a system.
o D. All of the above.

2. What is the formula for calculating effectiveness?

o A. Effectiveness = (Goals actually achieved) / (Total stated
goals)

o B. Effectiveness = (Goals actually achieved) - (Total stated
goals)

o C. Effectiveness = (Total stated goals) / (Goals actually
achieved)

o D. Effectiveness = (Goals actually achieved) * (Total stated
goals)

3. A company that achieves a net profit of $85 million when its goal was
$100 million has an effectiveness of what percentage?

o A.85%
o B.75%
o C.65%
o D.55%
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4. Which of the following is NOT an example of a goal that could be used to
measure the effectiveness of a system?

A. To increase customer satisfaction.
B. To reduce the number of errors in a production process.
C. To decrease the time it takes to complete a task.

o D. All of the above.
5. Which of the following is a benefit of measuring the effectiveness of a
system?
o A. ltcan help to identify areas where improvement is needed.
o B. It can help to track progress over time.

o C. It can help to make informed decisions about resource
allocation.

o D. All of the above.

Evaluating system performance also calls for using performance standards. A
system performance standard is a specific objective of the system.
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INFORMATION SYSTEM:
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As mentioned previously, an information system (IS) is a set of interrelated
elements or components that collect (input), manipulate (process), store, and

disseminate (output) data and information, and provide a corrective reaction
(feedback mechanism) to meet an objective (see Figure).

Input mmmmmm) | Processing ) | Output

Feedback

The feedback mechanism is the component that helps organizations achieve their
goals and provides a corrective reaction to meet an objective, such as increasing
profits or improving customer service.
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1- The feedback mechanism in an IS, is the component that:
Provides a corrective reaction to meet an objective.(T)
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Multiple Choice

1. The feedback mechanism in an information system (IS) is
the component that:

o A. Helps organizations achieve their goals.
o B. Provides a corrective reaction to meet an objective.
o C. Collects data and information.

2. The main purpose of an information system (IS) is to:

o A. Collect, manipulate, store, and disseminate data and
information.

o B. Provide a corrective reaction to meet an objective.
o C. Help organizations achieve their goals.

3. Which of the following is NOT an example of an 1S?

o A. A customer relationship management (CRM) system
o B. An enterprise resource planning (ERP) system

o D. A web browser

4. Which of the following is a benefit of using an 1S?

o A. Improved decision-making
o B. Increased efficiency and productivity

o C. Improved customer service
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5. Which of the following is a challenge of implementing an

IS?

A. The high cost of developing and maintaining an IS
B. The need to train employees on how to use the IS
C. The risk of security breaches

Multiple Choice
1. Which of the following is a component of an 1S?

a. A. Hardware
b. B. Software
c. C. Data

2. Which of the following is a type of IS?

a. A. Transaction processing system (TPS)

b. A. Management information system (MIS)
c. A. Decision support system (DSS)

d. A. Executive information system (EIS)

3. Which of the following is a challenge of using IS in a
global business environment?

a. A. Cultural differences
b. B. Language differences
c. C. Regulatory differences
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4. Which of the following is a best practice for
implementing an 1S?

a. A. Involve users in the planning and development
process

b. B. Provide adequate training to users

c. C. Test the IS thoroughly before deploying it

d. D. All of the above

Input, Processing, Output, Feedback
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Input

In IS, input is the activity of gathering and capturing raw data. In producing
paychecks, for example, the number of hours every employee works must be
collected before paychecks can be calculated or printed. In a university grading
system, instructors must submit student grades before a summary of grades for the
semester or quarter can be compiled and sent to the students.
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Processing

In IS, processing means converting or transforming data into useful outputs.
Processing can involve making calculations, comparing data and taking
alternative actions, and storing data for future use. Processing data into useful
information is critical in business settings.
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T/F

1. In IS, input is the activity of gathering and capturing
raw data.(T)
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2. In IS, processing means converting or transforming
data into useful outputs.(T)

Multiple Choice

[Q-1]Which of the following is NOT an example of
processing data in an information system?

o A. Calculating the total sales for a month.
o B. Sorting a list of students by name.
o C. Merging two lists of students into one.

[Q-2]Which of the following factors can affect the
performance of processing in an information system?

o A. The type of processing being performed
o B. The amount of data being processed
o C. The speed of the computer hardware

1. What is the definition of processing in information
systems?

—

B. Storing data for future use.
C. Analyzing data to identify trends and patterns.
D. Communicating data to users.
2. Why is processing data into useful information critical
In business settings?
A. To make informed decisions.
B. To improve efficiency and productivity.
C. To increase customer satisfaction.
D. All of the above.
3. Which of the following is a type of processing in an
information system?
A. Batch processing
B. Online processing
C. Real-time processing

D. All of the above




Processing can be done manually or with computer assistance. In a payroll
application, the number of hours each employee worked must be converted into
net, or take-home, pay. Other inputs often include employee ID number and
department. The processing can first involve multiplying the number of hours
worked by the employee’s hourly pay rate to get gross pay. If weekly hours
worked exceed 40, overtime pay might also be included. Then deductions—for
example, federal and state taxes, contributions to insurance or savings plans—are
subtracted from gross pay to get net pay.
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After these calculations and comparisons are performed, the results are typically
stored. Storage involves keeping data and information available for future use,
including output, discussed next.
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Output

In information systems, output involves producing useful information, usually in
the form of documents and reports. Outputs can include paychecks for employees,
reports for managers, and information supplied to stockholders, banks,
government agencies, and other groups. In some cases, output from one system
can become input for another. For example, output from a system that processes
sales orders can be used as input to a customer billing system.
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Feedback

In information systems, feedback is information from the system that is used to
make changes to input or processing activities. For example, errors or problems
might make it necessary to correct input data or change a process.

Consider a payroll example. Perhaps the number of hours an employee worked

was entered as 400 instead of 40. Fortunately, most information systems check to

make sure that data falls within certain ranges. For number of hours worked, the

range might be from 0 to 100 because it is unlikely that an employee would work

more than 100 hours in a week. The information system would determine that 400
16



hours is out of range and provide feedback. The feedback is used to check and
correct the input on the number of hours worked to 40. If undetected, this error
would result in a very high net pay on the printed paycheck
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Feedback is also important for managers and decision makers. For example, a
furniture maker could use a computerized feedback system to link its suppliers
and plants. The output from an information system might indicate that inventory
levels for mahogany and oak are getting low—a potential problem. A manager
could use this feedback to decide to order more wood from a supplier. These new
inventory orders then become input to the system. In addition to this reactive
approach, a computer system can also be proactive—predicting future events to
avoid problems. This concept, often called forecasting, can be used to estimate
future sales and order more inventory before a shortage occurs. Forecasting is also
used to predict the strength and landfall sites of hurricanes, future stock-market
values, and who will win a political election.
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Manual and Computerized Information Systems
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As discussed earlier, an information system can be manual or computerized.
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Computer-Based Information Systems
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A computer-based information system (CBIS) is a single set of hardware, software,
databases, telecommunications, people, and procedures that are configured to collect,
manipulate, store, and process data into information.
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The components of a CBIS are illustrated in Figure. Information technology (IT)
refers to hardware, software, databases, and telecommunications. A business’s
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technology infrastructure includes all the hardware, software, databases,
telecommunications, people, and procedures that are configured to collect,
manipulate, store, and process data into information. The technology
infrastructure is a set of shared IS resources that form the foundation of each

computer-based information system.
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Hardware

Hardware consists of computer equipment used to perform input, processing,
and output activities
Clanall
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Procedures

Input devices include keyboards, mouse and other pointing devices,
automatic scanning devices, and equipment that can read magnetic ink characters.
Investment firms often use voice-response technology to allow customers to
access their balances and other information with spoken commands. Processing
devices include computer chips that contain the central processing unit and main
memory. Advances in chip design allow faster speeds, less power consumption,
and larger storage capacity. Processor speed is also important.
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Today’s more advanced processor chips have the power of 1990s-era
supercomputers that occupied a room measuring 10 feet by 40 feet. A large IBM
computer used by U.S. Livermore National Laboratories to analyze nuclear
explosions might be the fastest in the world (up to 596 teraflops—596 trillion
operations per second).
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The super fast computer, called Blue Gene, costs about $40 million. Computer
imagery companies such as Mental Images of Germany and Pixar of the United
States also need high processor speeds to produce award-winning images. Image
technology is used to help design cars, such as the sleek shapes of Mercedes-Benz
vehicles. Small, inexpensive computers are also becoming popular. The One
Laptop Per Child (OLPC) computer, for example, costs under $200. The
Classmate PC by Intel will cost about $300 and includes some educational
software.15 Both computers are intended for regions of the world that can’t afford
traditional personal computers.
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The many types of output devices include printers and computer screens.
Another type of output device is printer kiosks, which are located in some
shopping malls. After inserting a flash disc or memory card from a computer or

camera, you can print photos and some documents. Many special-purpose
hardware devices have also been developed.
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Software

Software consists of the computer programs that govern the operation

of the computer. These programs allow a computer to process payroll, send bills
to customers, and provide managers with information to increase profits, reduce
costs, and provide better customer service. With software, people can work
anytime at any place. Software that controls manufacturing tools, for example, can
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be used to fabricate parts almost anywhere in the world. For example, Fab Lab
software controls tools such as cutters, milling machines, and other devices. One
Fab Lab system, which costs about $20,000, has been used to make radio
frequency tags to track animals in Norway, engine parts to allow tractors to run
on processed castor beans in India, and many other fabrication applications.
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The two types of software are system software, such as Microsoft Windows, which
controls basic computer operations including start-up and printing, and applications
software, such as Microsoft Office, which allows you to accomplish specific tasks
including word processing or creating spreadsheets. Software is needed for computers
of all sizes, from small handheld computers to large supercomputers. Although
most software can be installed from CDs, many of today’s software packages can

be downloaded through the Internet.
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Sophisticated application software, such as Adobe Creative Suite 3, can be used
to design, develop, print, and place professional-quality advertising, brochures,
posters, prints, and videos on the Internet
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Databases

A database is an organized collection of facts and information, typically consisting of
two or more related data files. An organization’s database can contain facts and
information on customers, employees, inventory, competitors’ sales, online
purchases, and much more. Most managers and executives consider a database to
be one of the most valuable parts of a computer-based information system.

However, making databases accessible can pose risks.
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T/F

1-A computer-based information system (CBIS) is a single set of hardware,
software, databases, telecommunications, people, and procedures that are
configured to collect, manipulate, store, and process data into information.(T)

2. Hardware consists of computer equipment used to perform input,
processing, and output activities(T)

3. Input devices include keyboards, mouse and other pointing devices, The
many types of output devices include printers and computer screens. (T)

4. Software consists of the computer programs that govern the operation of the
computer. (T)

5. The two types of software are system software, such as Microsoft Windows,
which controls basic computer operations including start-up and printing, and
applications software, such as Microsoft Office, which allows you to
accomplish specific tasks including word processing or creating spreadsheets.

(M

6. A database is an organized collection of facts and information, typically
consisting of two or more related data files. (T)

Multiple Choice

[EEN

. What is the purpose of storing data and information?

o A.To keep it available for future use.

o B. To protect it from unauthorized access.

o C. To improve the performance of processing.
o D. All of the above.

2. Which of the following is NOT an example of a storage device in an
information system?

o A. Hard disk drive
o B. Solid state drive
o C. Optical disc

o D. Printer
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3. What is the difference between primary and secondary storage in an
information system?

o A. Primary storage is volatile, meaning that data is lost when the
computer is turned off. Secondary storage is non-volatile, meaning that
data is retained even when the computer is turned off.

o B. Primary storage is used to store data that is currently being
processed, while secondary storage is used to store data that is not
currently being processed.

o C. Primary storage is faster and more expensive than secondary
storage.

4. Which of the following is a factor to consider when choosing a storage
device for an information system?

o A. The type of data being stored
o B. The amount of data being stored
o C. The speed of the storage device

5. Which of the following is a best practice for storing data and
information in an information system?

O

A. Back up data regularly.

O

B. Use strong passwords to protect data.
o C. Store data in a secure location.

O _.

Multiple Choice

1. What is the definition of feedback in information systems?

F

o B. Information from the system that is used to evaluate its
performance.

22




o

C. Information from the system that is used to communicate with
users.

o D. Information from the system that is used to store data.

2. Which of the following is an example of feedback in an information
system?

o A. An error message that is displayed when a user enters invalid data.

o B. A report that shows the number of sales for the month.

o C. A graph that shows the trend of customer satisfaction over time.

—

3. What is the purpose of feedback in an information system?

o A. To improve the performance of the system.
o B. To reduce errors.
o C. To improve the user experience.

4. Which of the following is a benefit of using feedback in an
information system?

o A. Increased efficiency and productivity
o B. Improved decision-making
o C. Reduced costs

5. Which of the following is a challenge of using feedback in an
information system?

o A. Ensuring that feedback is accurate and timely.
o B. Implementing changes based on feedback.

o C. Communicating feedback to users in a way that is easy to
understand.

» D. All of the above
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Multiple Choice
1. Which of the following is an example of an input device?

o A. Keyboard

o B. Mouse

o C. Scanner

o D. All of the above

2. Which of the following is an example of a processing device?

- A.CPU
o B. Main memory
o C. Processor chip

3. Which of the following is a benefit of using advanced chip design?

o A. Faster speeds
o B. Less power consumption
o C. Larger storage capacity

4. Which of the following is a challenge of using advanced chip design?

A. Higher cost
B. Increased complexity

o

O

C. Security risks

- D. All of the above

O

1. Which of the following is NOT an output device?

(A) Printer (B) Computer screen

(C) Printer kiosk (D) Input device
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2. What are special-purpose hardware devices?
(A) Output devices that are designed for a specific purpose

(B) Input devices that are designed for a specific purpose

(D) None of the above

1. What are the two main types of software?

(B) Hardware software and software software
(C) Operating systems and databases

(D) None of the above

2. What is one example of applications software?
(A) Microsoft Windows 10

(B) Microsoft Office 2015

(C) Adobe Creative Suite 3

[Q-3]. What is a database?

(B) A type of computer program
(C) A type of hardware device

(D) None of the above




4. What is the risk of making databases accessible?
(A) Data breaches
(B) Cyber attacks
(C) Identity theft

(D) All of the above

Telecommunications, Networks, and the Internet

Telecommunications is the electronic transmission of signals for
communications, which enables organizations to carry out their processes
and tasks through effective computer networks. The Associated Press was one
of the first users of telecommunications in the 1920s, sending news over 103,000
miles of wire in the United States and almost 10,000 miles of cable across the
ocean. Today, telecommunications is used by organizations of all sizes and
individuals around the world.
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Networks connect computers and equipment in a building, around the

country, or around the world to enable electronic communication.
Investment firms can use wireless networks to connect thousands of investors with
brokers or traders. Many hotels use wireless telecommunications to allow guests
to connect to the Internet, retrieve voice messages, and exchange e-mail without
plugging their computers or mobile devices into an Internet connector.

Wireless transmission also allows aircraft drones, such as Boeing’s Scan Eagle, to

fly using a remote control system and monitor buildings and other commercial
establishments.
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The Internet is the world’s largest computer network, consisting of thousands of
interconnected networks, all freely exchanging information. Research firms,
colleges, universities, high schools, and businesses are just a few examples of
organizations using the Internet.

IS 5 a1 S e A ja e slaal) Joli Lgmpan 5 gl yiall ClSuil) CaVT (e ()5S g callad) 8 5 gaaaS 405 ST 4 o iyl
iy aadind Al clabiiall e AL A 5 yae Sl 5 A g s plaall 5 Cilaalall
People use the Internet to research information, buy and sell products and services,
make travel arrangements, conduct banking, download music and videos, and
listen to radio programs, among other activities. Increasingly, the Internet is used
for communications, collaboration, and information sharing. Internet sites like
MySpace (www.myspace.com) and FaceBook (www.facebook.com) have become
popular places to connect with friends and colleagues. Some people, however, fear
that this increased usage can lead to problems, including criminals hacking into
the Internet and gaining access to sensitive personal information
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Large computers, personal computers, and today’s cell phones, such as Apple’s
iIPhone, can access the Internet.32 This not only speeds communications, but also
allows people to conduct business electronically. Some airline companies are
providing Internet service on their flights so that travelers can send and receive e-
mail, check investments, and browse the Internet. Internet users can create Web
logs (blogs) to store and share their thoughts and ideas with others around the
world. Using podcasting, you can download audio programs or music from the
Internet to play on computers or music players. One of the authors of this book
uses podcasts to obtain information on information systems and technology. You
can also record and store TV programs on computers or special viewing devices
and watch them later. Often called place shifting, this technology allows you to
record TV programs at home and watch them at a different place when it’s
convenient.
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The World Wide Web (WWW), or the Web, is a network of links on the Internet to
documents containing text, graphics, video, and sound. Information about the

documents and access to them are controlled and provided by tens of thousands
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of special computers called Web servers. The Web is one of many services
available over the Internet and provides access to millions of documents. New
Internet technologies and increased Internet communications are collectively
called Web 2.0.
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People

People can be the most important element in most computer-based information
systems. They make the difference between success and failure for most
organizations. Information systems personnel include all the people who manage,
run, program, and maintain the system. Large banks can hire IS personnel to speed
the development of computer-related projects. Users are people who work with
information systems to get results. Users include financial executives, marketing
representatives, manufacturing operators, and many others.
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Procedures

Procedures include the strategies, policies, methods, and rules for using the

CBIS, including the operation, maintenance, and security of the computer.
For example, some procedures describe when each program should be run. Others
describe who can access facts in the database or what to do if a disaster, such as a
fire, earthquake, or hurricane, renders the CBIS unusable. Good procedures can
help companies take advantage of new opportunities and avoid potential disasters.
Poorly developed and inadequately implemented procedures, however, can cause
people to waste their time on useless rules or result in inadequate responses to
disasters, such as hurricanes or tornadoes.
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BUSINESS INFORMATION SYSTEMS

The most common types of information systems used in business organizations are
those designed for electronic and mobile commerce, transaction processing,
management information, and decision support. In addition, some organizations employ
special-purpose systems, such as virtual reality, that not every organization uses.
Together, these systems help employees in organizations accomplish routine and special
tasks—from recording sales, processing payrolls, and supporting decisions in various
departments, to providing alternatives for large-scale projects and opportunities.
Although these systems are discussed in separate sections in this chapter and explained
in more detail later, they are often integrated in one product and delivered by the same
software package (see Figure ). For example, some enterprise resource planning
packages process transactions, deliver information, and support decisions.
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Electronic and Mobile Commerce
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E-commerce involves any business transaction executed electronically
between companies (business-to-business, or B2B), companies and
consumers (business-to-consumer, or B2C), consumers and other consumers
(consumer-to-consumer, or C2C), business and the public sector, and
consumers and the public sector. You might assume that e-commerce is
reserved mainly for consumers visiting Web sites for online shopping. But Web
shopping is only a small part of the e-commerce picture; the major volume of e-
commerce—and its fastestgrowing segment—is business-to-business (B2B)
transactions that make purchasing easier for corporations. This growth is being
stimulated by increased Internet access, growing user confidence, rapidly
improving Internet and Web security, and better payment systems. PayPal, an e-
commerce payment system, for example, processes about $1.5 billion in e-
commerce transactions annually
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[Q-1]. Which of the following is NOT a type of
telecommunications network?

(A) Local area network (LAN)
(B) Wide area network (WAN)
(C) Metropolitan area network (MAN)

2. Which of the following is the largest computer network in
the world?

(A) World Wide Web (WWW)
(B) Internet
(C) Intranet

(D) Extranet
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3. Which of the following is NOT a service provided by the
internet?

(A) Email
(B) File sharing
(C) Web browsing

[Q-4]. Which of the following is NOT a type of E-commerce
transaction?

(A) Business-to-business (B2B)
(B) Business-to-consumer (B2C)

(C) Consumer-to-consumer (C2C)

5. Which of the following is a device that connects computers
and other devices on a network?

(A) Router (B) Switch (C) Modem (D) All of the above

6. Which of the following is a protocol used to transmit data
over the internet?

(A) TCP/IP (B) HTTP (C) HTTPS (D) All of the above

7. Which of the following is a type of malware that can steal
personal information?

(A) Virus (B) Trojan horse (C) Spyware (D) All of the above

8. Which of the following is a best practice for protecting
your privacy online?
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(A) Use strong passwords and keep them confidential.

(B) Be careful about what information you share on social
media.

(C) Install and keep up-to-date security software on your
devices.

(D) All of the above

1. Telecommunications is the electronic transmission of
signals for communications. (True)

2. The Associated Press was one of the first users of
telecommunications in the 1920s. (True)

3. Networks connect computers and equipment in a building,
around the country, or around the world to enable electronic
communication. (True)

4. The Internet 1s the world’s largest computer network,
consisting of thousands of interconnected networks. (True)

5. The World Wide Web (WWW), or the Web, is a network
of links on the Internet to documents containing text,
graphics, video, and sound. (True)

6. Processing include the strategies, policies, methods, and
rules for using the CBIS, including the operation,
maintenance, and security of the computer. (False)

The internet is a decentralized network, meaning that it is not
controlled by any single entity. (True)

The internet is used by billions of people around the world
for a variety of purposes, including communication,
education, and entertainment. (True)

The internet is a valuable tool for businesses of all sizes, as it
allows them to reach a global audience and conduct
transactions electronically. (True)

32




The internet has also had a significant impact on society,
changing the way we communicate, learn, and work. (True)

However, the internet also poses some challenges, such as the
spread of misinformation and the exploitation of vulnerable
users. (True)

Here is a more challenging question:

The internet is a safe and secure place to conduct financial
transactions. (False)
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Chapter 2: Microprocessor
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The processor: is the main part that drives the work of the personal

computer. It is the brain or engine of this amazing machine. It is the operator that

can transfer the commands of our “programs” to the computer. The processor is the

part that knows how to add and subtract. As well as performing simple logical tasks
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- In mainframes, the operator is called the central operating unit "Central processing
unit" or "CPU", and in the field of miniaturized "micro" or small computers, the

operator is usually called a microprocessor.
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It is called the central operating unit or central processing unit, which is the brain of
the computer and its basic unit. This is where the data entered is processed. This

unit, in turn, is divided into three main sections:
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Unit of arithmetic and logic

In it, mathematical calculations are performed on data, such as addition "+",
subtraction "-", multiplication "*", division "/", ... etc

As well as making logical comparisons that are provided with the computer, according
to special instructions such as:
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Control unit

This unit is used to transfer the results of data processing from one unit to another
(from the arithmetic and logic unit to memory, for example), and transfer the results
outside the computer via a display screen, for example, or a printer, or to a storage
unit....... and so on. It is responsible for organizing and coordinating the relationship

between all units of the device
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Internal Store Unit

It stores the data being processed in addition to the programs used in the
processing. In general, this memory consists of a group of registers, each of which has
an address that can be used to write to or read from. It is customary to call it RAM
Random Access Memory, as it is accessed in a random, “direct” way, and therefore it
is considered a fast and temporary storage method. One of its characteristics is that all
the data and information it contains are erased once the power is disconnected from
the device. Therefore, the data and programs that are to be kept or referred to later

must be stored in the external memory.
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Here are some true/false questions

The processor is the main part of a personal computer. (True)

The arithmetic and logic unit performs mathematical calculations on data. (True)
The control unit transfers data between different units of the computer. (True)
The internal store unit stores data and programs being processed. (True)

The processor is also responsible for making logical comparisons. (True)
Here is an explanation for each question:

The processor is the central processing unit (CPU) of the computer. It is
responsible for executing all of the instructions that are given to the computer.

The arithmetic and logic unit (ALU) is a part of the CPU that performs
mathematical calculations and logical comparisons.

The control unit is another part of the CPU that is responsible for controlling the
flow of data between different parts of the computer.

The internal store unit, also known as main memory, is a type of memory that is
used to store data and programs that are being processed by the CPU.

The processor is also known as the central processing unit (CPU). (True)

The ALU is responsible for performing all mathematical calculations on data.
(True)
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The control unit is responsible for fetching instructions from memory and executing
them. (True)

The internal store unit is also known as the random access memory (RAM). (True)

The processor is responsible for all of the functions of the computer. (False)
Here is an explanation for each question:

The processor is also known as the central processing unit (CPU).

The ALU is responsible for performing all mathematical calculations on data.
However, it is important to note that the ALU is just one part of the CPU. The CPU
also has other components, such as the control unit and the registers.

The control unit is responsible for fetching instructions from memory and executing
them. However, the control unit is not responsible for performing the actual
calculations or comparisons. Those functions are performed by the ALU.

The internal store unit is also known as the random access memory (RAM). RAM
is a type of memory that can be accessed quickly and randomly. This makes it
ideal for storing data and programs that are being processed by the CPU.

The processor is responsible for many of the functions of the computer, but it is not
responsible for all of them. For example, the input/output devices, such as the
keyboard and monitor, are not controlled by the processor.

PROCESSORS clallad)

First: What are the types of processors and what companies manufacture them?

We first start with the most important and most famous processors in order:
sl 5 e L STy clalleall aaly Vsl Tas € L) daiadll clS il ale s clalledll g 15 & Lo 2 Y
Intel :guids,a -1
Intel puts for us many processors that occupy the leading position in the world, as it

monopolizes about 70% of the processor market:
s lallaall (35 (30 %70 s jSiad Cua allall 85 jlacall 38 e 1505 )5 clallaall (o ppand) Juil Lialal g

Pentium 4 : gz

The speeds of this processor range from 1.4 GHz to 3.06 GHz today

Fa aa3.06 el diar e A 558 lan] 400 lleall 11 Gile ju 7 25

celeron s
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The famous processor, also CELERON, was called the low-income processor, as Intel
relied on this processor to build inexpensive computer systems. The speed ranges
between 1.7 and 2 GHz.

Lol dand ) A gals il oy b bl 13 o J5T coadie) Cum 3 sandl) JAl (553 gllaall (e OIS 385 CELERON Ll el xlladll

i laa 2 5 517 onde pull £l 5

Xeon :@ud

The Xeon processor is considered one of the best that Intel has produced in the field
of supporting devices with multiple processors (the device has more than one

processor), and this technology is often used in workstations and servers.

o2 mloai Llle 5 ((an)s gllae oo ST Sleall b 05 Baamiall Cilallaal) <138 36l ae Jlaa 8 Jiil il Le Jadl (ga )50 ) llnall uing
.Servers, <l i yaudl s Workstation daadl class 8 Ayl

ITANIUM : @l

This processor is considered one of the first processors to support bit64, while previous
processors are of the bit32 type. This processor has been supported to be the basis in
many servers. This processor has included three levels of cache, including 512
kilograms from the second level and three megabytes or one and a half megabytes
from the third level. Intel launched the improved version of this processor and called
it ITANIUM 2, where the speed of this processor reached one gigahertz.

Oe DS 8 ) s oS el 138 e a3 a5 32bit g sl (e (A Al cilallad) Lt 64bit dae 1l ciladlad) i) (e ellaall 138 iy

By G (5 ginnall (ha e iy aal s o Laga T 5 S (5 sinall (ha LS 512 Leia Cach o il sine T gellaal) 138 ain 85 )
)y 5 Las ) elladl) 138 (e el Cilia s Cun [TANIUM 2 Leians s gellaall 13 (e Rinanal) al) Jiif s o

AMD <\l

There are AMD processors, and the important question here is what is the convincing
reason that makes the buyer accept the processor made by AMD and leave the
processors from Intel. AMD processors are equivalent in performance to Intel
processors and may even outperform them in many cases, knowing that AMD

processors are often sold for half the price of Intel processors.
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Electronic Data Processing (EDP)

This section aims to introduce the types of data and how data is represented in
computers, then the steps and procedures for central operation of the CPU or
processor, with a presentation of the internal components of the central operating
unit.

CPU A S yall Jasdall ile) ja) 5 &l ghad 8 leulall 8 i) Jilad 46K 5 bl t\}:i_\ oy il ) acdll 138 Cangy : L g st cilibed) Aadlaa
A S el Jaedill as o Aol <l Sall (a ge &= Processor Jadall

:Data — analogue and digital i, i ks — cul

Electronic signals take one of two forms: analog signals or digital signals.

Analog signals are represented in a continuous wave, which is in the form of

oscillations that vary in high and low.

These signals express sound, temperature, speed, and other natural phenomena.

It can be said that sounds can be stored analogously on tape recorders and can be
heard again in the form of sound waves, but the computer can only deal with digital
data. It can be likened to a continuous line of zeros and ones (1s, 0s).
5 Alusile A o b A Bl il JLEY) i 5 Digital Al _LEY) i Analog bl i Uy Las (ISl a4, Iy el JLay) 2als
ol Il (Rays Al alshall e dlld e 5 de judl 550 sall da s Cogeall ol JLEY) o3a iy (aliAY) 5 Y1 8 Caliag cilid JSs
o V) el o it Y ol (05 (5 AT 5 30 A il s S5 e Lpmans Bale) (s Mamnnal) Tl e Ly S Lty 345 (s & o)
(1, 0s) 3V Jlia¥) (e Joaia iy Legundi oSy Sl (oo 5 Jadh Al 1) i)
It is known that the world is currently moving toward generalizing the use of digital

signals and systems in communications, such as satellite systems and telephone
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communications, and even in recording music with Laser Disks or Compact Disks for

short (CD).
G i s Agiilgd) VLAY g Lo lial) L) alai Jie VLtV 6 A )l alaill 5 ol JLEY) aladid avext ) Ulla asiy allall o Gig yaall (e
.(CD) ) bais) s Compact Disk ik siaall il shu¥! i Laser Disk ) <l shanly s gal) S
The method used to store music in analog wave form on magnetic tapes is based on
the fact that the recording heads will arrange the magnetic material on the tape in
different densities depending on the degree of fluctuation in the analog signal. But
when recording digital signals, this data is recorded in the form of a successive number
of very small areas, some of which are (0) and some of which are not magnetized (1).

Therefore, dealing with digital signals or data is characterized by the following: -

Ly 5l e Aiiaal) 5Ll (5 s Qi gy of (ole Albiiaall il 20 e U I il ga JSA  isall (35 3 gt (sl i 5
Clalosal (o Mo 230 5 5o B s Sl 30 (f sk 1 LYY Jis e 805 g LN € JLAY1 (B il A 52 o il AL,
—esb Loty a8 M1 i) f il JLEY) e Jalatl (3 130 (1) daiian e Leaans s (0) Lewany suaall Bas
1- Accuracy of data storage and speed of retrieval. If we have a magnetic cylinder or
an optical cylinder with digital data on it, the process of repeated copying from the
original cylinder or from the copied cylinder to other cylinders will provide us with
copies that are completely identical to the original. While repeatedly copying analog
data will lead to copies of lower quality than the original copy due to the inaccuracy of
copying storage densities from time to time.
)b (o Sl gl lee (6 pah ; iy gl A im0 sl 5 Alaian 200 sl Ll (IS 136 gl i e oy i) (0385 360 -]

81 e () Uil g g plalisl) il geail) 1S5 Laiy el Jua D Alae gy U (5 pal @ilil shaud () 48 suial) 25 shau¥) (g 5 LY
(S AY B e (e (A S e 483 aaad |k AlaY) Al e B35

2- Digital data is easy to encrypt and then re-decode again, and this makes it very easy

to deal with, especially in the fields of communications and satellites.

GVl ald g Jaladll s Jeus 138 5 Decoding s sl b e 3l o2a ¢li sale) &5 Encoding e i Jg 4aad )l cilibyd) o -2
Aseliall Ll cylaty)

3- Digital data alone can be entered into a computer for operation. Therefore, it is

easy to connect digital systems to computers in general. But why does the computer
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only deal with digital data? This is certainly due to the nature of the computer, which
will become clear immediately.
e Faay Caulally A ) kil Ly o (o gl (e 4 1305 Ll sl ) Lela) o o laos 5 ey A il o -3

Vs e Lo s s candall Gala ) s 2SI 138 Ja Bl L) e V) ol Qe Y 13U (S0

Analog signals are represented in a continuous wave. (True)
Analog signals are used to store sound on tape recorders. (True)
Digital signals are represented as a sequence of zeros and ones. (True)

The world is moving towards generalizing the use of digital signals and systems in
communications. (True)

Digital data is easy to encrypt and decrypt. (True)

Digital data alone can be entered into a computer for operation. (True)
Here is an explanation for each question:

Analog signals are represented in a continuous wave that varies in amplitude
and/or frequency. Digital signals are represented as a sequence of discrete values,
such as zeros and ones.

Analog signals are used to store sound on tape recorders. The sound waves are
converted into an electrical signal, which is then recorded on the tape. When the
tape is played back, the electrical signal is converted back into sound waves.

Digital signals are represented as a sequence of zeros and ones. This makes them
easy to process and store in computers.

The world is moving towards generalizing the use of digital signals and systems in
communications. This is because digital signals are more immune to noise and
interference than analog signals.

Digital data is easy to encrypt and decrypt. This is because digital data can be
represented as a sequence of mathematical operations.

Digital data alone can be entered into a computer for operation. This is because
computers can only process digital data.

Analog signals are more accurate than digital signals. (False)
Digital signals are more immune to noise than analog signals. (True)
Digital data can be compressed more easily than analog data. (True)

Digital signals can be transmitted over longer distances without distortion than
analog signals. (True)

Digital signals are more expensive to process and store than analog signals.
(False)

Here is an explanation for each question:

Analog signals are not more accurate than digital signals. In fact, digital signals
can be more accurate than analog signals, depending on the application.
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Digital signals are more immune to noise than analog signals. This is because
digital signals can be easily regenerated and amplified without distortion.

Digital data can be compressed more easily than analog data. This is because
digital data can be represented as a sequence of bits, which can be compressed
using a variety of algorithms.

Digital signals can be transmitted over longer distances without distortion than
analog signals. This is because digital signals can be easily regenerated and
amplified without distortion.

Digital signals are not more expensive to process and store than analog signals. In
fact, digital signals can be cheaper to process and store than analog signals,
depending on the application.

Data Representation : cllal) Jiia

Data representation is one of the basic rules for storing and operating data in all
computer systems. We have previously mentioned that computer memory consists of
a huge number of electrical circuits that are made of semiconductors, which are
extracted from silicon. They are characterized by the ability to pass current to an
electrician with minimal effort and without producing significant heat. Each circuit
takes the form of an extremely small transistor, which is an internal electrical switch
that can be turned to the open position, passing the electrical current to the closed

position, thus preventing the passage of the electrical current.

sl e Jila 2ae QAQ}SSQMIA.\\BJS\AQTIJJSHéyﬁj_umu\?ﬁwgauw\ijﬂ@umAc\)ﬁ\ aaf Uil Jia ey
I eSSl e e 3 all Caali a5 0 sl 33k (e A0S ()5 Semiconductors b sall sludl 3ale (e giead Sl A eSll
el Ll )y ) ) AL sad (S A1 (S lie ga s il (Al g 3 IS5 s S 380y SNl i o (505 e
2 S OUE )5 e piesd Blall sy )
. Data representation is the way that data is stored in computer
memory. Computer memory consists of many electrical circuits that

can be turned on or off.

e The state of each circuit represents a single bit of data.
Ligmall] 3803 8 cililul) 0 3A5 L Ay AN A phal) ga clilnll JiaE e

Ml Gy ol el Sy (A Al jgSl i) gal) (e pdrd) e S ganaSl) B SI3 (6ST e
UL e dalg cu Buila JS A i
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This meaning can be imagined by what happens when we turn on or turn off the light
bulb again. But these integrated circuits have a very wide range, meaning that a thin
chip the size of half a finger can contain 300 million of these circuits.

e O i gl aad o) @ld AaKiall sl s3a (S5 5 a1 5 e ailas o (o oSl Flaad) (i Latie Cuany Lay i) 138 JadS Sy

A5l e3a (g 353 () sake 300 Gle (s 583 O (Sar gl Cual aas B Chip 488 day il
Since the situation has brought us to the point that the electrical circuit, which is called
in computer systems as Bit, has one of two possibilities, either open ON or closed OFF,
the question is how can the computer recognize the entire letters of the alphabet, the
numbers from 0 to 9, and special signs such as signs (+ - = * (); .... and others). The
situation requires developing a system to encrypt this data using the binary system. To
clarify the idea, we will learn how to convert usual numbers from the decimal system

to the binary system.

45 OFF Alie 5| ON o site L (ylainl sl L] Bit i s condall ol b a0 B el 5 500 f 1) s oy 38 goin sl o am g
(Lo () * = - #) SldlaS Lalall Gldlall s 9 s 0 G plELY1 5 LelelSy A1 iy all e ey o candall (K S s Jisbasl
Jisat 4 e oyt 3 )Sill = sil 5 Binary System (Uil asll aUas alasiuly <l o3 Encoding sl alas a5 callaty aua gl 0
.Sl sl 1) Decimal System (s _sial) sUail) e saliaal) ol Y

e Computers use a binary system of 0s and 1s to represent all data,

including letters, numbers, and special symbols.

e This is done by assigning a unique binary code to each character.
Aaalall 5 a5 al8 Y15 Cag ) @lld b Lay bl apes Jiiail 150 (e U S Ui Laldas i s00aS) 3 jeal padin
ca ISy B A G cped ook e g

Representing information in the computer :

Gulad) B e glaall Jifiad

From the above it is clear that the information in the computer is an instruction

or data. The instructions are a set of commands that the computer is required to
execute, and the data is a set of numbers, letters, or values. In general, the command
is the process to be executed, and the statement subordinate to this command is the

values on which this command is required to be executed.

44



LA.\:\S.\S;\_“\AI‘L)QUJM\)A\J‘Y‘z\swupthsu@ﬂuﬁlb@)i&@ﬂusﬁ‘)mw&\@u&w\ui@aﬁg&ww
a0 13 2 o glhaall 2l s a1 136 Al Gl 5 Wi Gsllaal) Alaall g8 ¥ Aale Aiwayg af ol Cagya ol Bl Ao gane b UL

e Information in a computer is either instructions or data.

® |[nstructions tell the computer what to do, and data is the information that is

processed.
bl sl ladat el (A 53 sS850 g gl il sladll

True or false:

Information in a computer can be both instructions and data. (False)
Instructions are the steps that tell the computer how to perform a task. (True)
Data is the raw information that is processed by the computer. (True)
Computers can only process data, not instructions. (False)

Computers can use instructions to process data into information. (True)

Example
Add the number 2 to the number 3 3 480 LY 2 8 gl
The order is the add 352 ALY o i

The data are numbers 2 and 3

The set of commands or instructions that are necessary to carry out a specific
operation is called a program. This program is recorded in the RAM memory unit, and
the CPU then executes these commands, one after the other, in a sequential manner
according to their recording in the memory.
228 24ty CPU a5 ol 5 SIAl Bas 5 (8 Jassy galiall 138 5 grall 5 (o Agme Lolae 250 o 315 A ol i yal 5Y) Ao sanas

BUSIA (8 Lol s a5 5 ) a8 LAY 5l el el 53
The question now is: How can a computer, which is made up of electrical parts that

cannot hear or see, store and deal with this data? To answer this question, we must

45



first find a way to represent this data in an image that humans can understand, then

convert this image into an image that a computer can understand and deal with.

Jalul) 138 e o)l € il o3 aa dalaiy g Jaday G (553 Vs gansi ¥ Al seS o 3al 0o Sl a5 aulall iy oS V) J) gl
Leme Jalaill g Lgagh nlal) golaiany ) g N ) gual) 038 s o bl Lgagdy 3 g (3 il 038 el 43yl slagl W 5 Lle oy

: The decimal number system s1se30 s jdal 2t =1

The decimal numbers that we use are based on a system of coefficients
(numbers) and places with weight. These coefficients or numbers are shown next to
each other to form a decimal number, and each coefficient has a weight that depends
on its place in the number or what is called the cell it is in. The coefficients are the
numbers from zero to 9. The weight of the places in Right to left is 1, 10, 100,
1000....etc.
lg—any ) s zemaa 5 A8, Y1 ) Olalanall 038 5 ()3 sl 3 LAY 5 (2l ,Y1) CBlalaall plai e dine Lgaadi s il 4y y il Slac )

9 ) iaa (e (Y1 (b Bhebadl L 3 5m pall DAL (ansy Le i 2al) (8 S e ading (35 ok S0 (35505 i Iade 5S30 (sandl

... 1000 <100 <10 ¢1 5o sleadl ) Cpadll (0 AN (55

Example :The decimal number 5721 can be represented as follows:

(YIS alilad (S 5727 (5l 2aallzJlia

5721 =5x1000+7x100+2x10+1x1

From the above, it is clear that it is possible to create many numerical systems
by choosing different bases. For example, we can propose the quadrilateral system,
which has a base of four, and the weights of its cells from right to left are 1, 4, 16, etc.,
and its coefficients are the numbers from zero to 3 (the missing base is 1). Therefore,
the number 332 in the quadrilateral system, its value in the decimal system is:

AUA 5515 Bl Al G301 ol ALl 1 81 iy Sl ¢ bl Gl 8L 5 8 Tynae ol sl YL 4l sy o La

e )55 e bl alailly 332 saadl (i anle 5 (1 oaBlll Qw1 3 ) sia (e plEY1 (8 alaa s &)L €16 ¢4 1 sl Y o) e
D ol alailly

332=3x16+3x4+2x1=62
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2- The binary system:

s AUl alal 22

What the binary system expects is that its base number is 2, its coefficients are

the numbers 1, and its digits and their weights from right to left are 1, 2, 4, etc.

G4 2 el A Sl ) el (e Ll 35l 5 asUla s | B Y1 A ADlales 5 2 2aa) Al U pUa) 408 655 Le

The decimal system is based on base 10, meaning that the variation from

the numbers used ranges from zero to 9

9 in il (e gl 5B deadial J8 Y e i) of T (10) el e (5 pall AUl ey

1=10° Power s s Units RICTETI
10= 10! Power Tens il s
100= 10? Power Hundreds < wis
1000= 10° Power Thousand wyyi ais

If we assume that we have the decimal number 3482, then analyzing this number

means that it consists of- :
10 ST G n M 138 Jilad ol 3482 (5 pdall 48 Ll (o Lia 53 134
2 =107 2 sayiaa
80 = 10! x 8 wialidla
400 = 10% x 4 ciadi aia
3000 = 103 x 3 vy s

Decimal numbers can be converted to binary numbers by dividing the decimal number
by the binary base, which is 2, and keeping the remainder as representing the number
in its respective position in the order, until that the quotient is zero. For example, the

decimal number 53 can be converted to a binary number as follows:
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1

The remainder i,

The remainder

The remainder

The remainder

The remainder

The remainder

26=2 +53
13=2+26
6=2+13
3=2+6
1=2+3
0=2+1

The binary number 110101 is the equivalent of the decimal number 53.

The binary number 110101 can be converted back to a decimal number as follows:

16

32

53

21

22

23

24

25

.53 (s diall 48,1 Qi) s 110101 AL Q801 ¢ <8

ik WS e &) (1) 110101 S &8l i sale) (S

Example :Convert the binary number 1010 to a decimal number

48
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Example : Convert the binary number 11010 to a decimal number
e 22 1) 11010 SU sl Jsa Ui

11010=1x16+1x8+0x4+1x2+0x1 =26

The binary number 110101 is the equivalent of the decimal number 53.
(True)

Decimal number 53 is the equivalent of the the binary number 110101
(True)

The binary number 1010 is the equivalent of the decimal number 10.

(True)

Decimal number 10 is the equivalent of the the binary number 1010
(True)

The binary number 11010 is the equivalent of the decimal number 26.

(True)

Decimal number 26 is the equivalent of the the binary number 11010
(True)

3- Representing information with electrical impulses:

il gl cliaily il slaal) Jiias -3

From the previous discussion, we knew that the computer stores and deals

with information in the form of electrical impulses. Therefore, we must convert the
information (decimal numbers, letters, symbols, etc.) into the form of electrical pulses

that the computer can understand.

We all know the electrical switch that is found in every house. This switch has
only two positions: the electricity connection position (ON), which is expressed by the
number 1, and the electricity disconnection position, OFF, which is expressed by the
number O.

AU51) ol slaall s Ll Gy 13 Ay s6S il IS5 e o sheall e ey s (53 bl of e A5l 4801 (50

Leagd alall gl A 5eS liasi B e M (E.L D500 (s pad) Ay dal)
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Therefore, in the electrical circuit system, we only have two numbers, 1, 0. The

fluid and appropriate numerical system that can be represented by electrical circuits

is the binary system, which uses the numbers 1.0.

Therefore, the first step to storing information is to convert it to its equivalent
in the binary system, and after that it can be represented by electrical pulses.
Accordingly, we can represent any number, any letter, and therefore any sentence

within the computer’s memory.

paill a2l el al gally aliiad (e Al 5 assliall 5 Jilaall (gaaell ollaill 5 1.0 Lot Jah (el ) (5 g Ll a5 W A S il sl Ui d Gl

1,0 Cedl) a5 ALY

2 51 i gt Ll agle 5 Gl 5o lmis Lelfiad (S ol iy 5 (AU AUl LIS, Lo 1) Ll gnd o e shaal) (531 1531 5l ol
sl 5813 Jas e ol s Gl «

Example : Represent the binary number 1010 with electrical pulses

Ll 58 il 1010 S el Jie

1 0 L 0

Example : Represent the binary number 11101 with electrical pulses

4l ,eS Gl 11101 AU 2aall Jie 1dbia

1 1 1 0 1

Example : Represent the decimal number 26 with electrical pulses

Al e il 11010 (A 5315 26 (5 pdal) 232l Jia 1

1 1 0 1 0
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In the world of computers, every single binary digit (1 or 0) is called a bit, and every

eight binary digits is called a byte.
Byte = 8 Bit

The word WORD varies from one computer to another. Some computers have a
word that is 2 bytes long, while others have a word that is 4 bytes long. Since the byte
is considered a small unit, the computer’s memory capacity is estimated to be doubled

as follows:

8 Bit = BYTE <l 4alS 4l ol8 ) 3l JS 5 BIT <y 4alS (1 0r 0) 2al s (S8 a8 JS e Gllay sl Qe &

Ddiad ) Y ket el 4 Ll Al Al JAY) Leann s <l 2 Lol RS L e ulall (e lligh AT Y ula (e alidS WORD S
GS'YK.SLQ—\SDL;AAJ J.ﬁﬁg._u.n\;“ Eﬁ\ﬁhgﬂlﬁﬁ)ﬁmﬁhi

We can store in a byte: a number (0,1,...,9) or a letter(a, b,...,z) or a character (+, -, *,#,...)

Kilobyte = 1 KB = 1024 Bytes = 1024 x 8=8192 Bits

Megabyte =1 MB = 1024 x 1024=1,048,576 Bytes
Gegabyte=1 GB=1024 x 1024 x 1024=1,073,741,824 Bytes

Example:

Calculate the number of bytes in a computer's memory with a capacity of 128 KB?
KB 128 4inw crula 5 SI3 853 ga gall il 230 Cusaal

128 KB =128 X 1024 Bytes = 1048576 Bytes

Example:

Suppose we have N letters that we want to represent in the computer's memory. How

many binary numbers are needed to represent each letter?

o JS Jiial a3l AU e oS canlall 5 SIS Jak aliiad 3 5 caoa N L of il
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)y Al aae L il 2 ol N il 1) -1

1= S sl 0=JsY < all

Ol add ) L 3h N =4 calS 13 -2

2 ) ]
No. Binary
0 00
1 01
2 10
3 11

A0 L8 )1 4300 L 3L N = 8 il 1) -3
No. Binary

000 0
001
010
011
100
101
110

N o A WN P

111

From the above it is clear that to find codes for N characters, we must find the
number of times we multiply the number 2 by itself until it equals or exceeds N, and
this number is the number of binary digits required to form the necessary code. Here
are some examples:

20 ol N s (i 4l (2 001 L ot 1l 20 sl Lo Gy 4308 i N aae) i slagY 4 ety (e Lae
AR ey bl 5 e 5O 8 (3 5S30 A sllaall AN S8 ane pa 2l 38 (3555 el
Number of binary Number of
Digits digits
2 4=2x2
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3 8=2x2x2

5 32 = 2x2Xx2x2x2

The general relationship that links the number of characters with the number of binary

numbers is:

s Al Y1 aaey o a Y dae day 3 dalad) 2831

N <=2"M

AL QY 2 = M ¢ caal) s = N G

4- How to represent characters in binary numbers:

AL A8 L i e Jiad A4 -4

From the above, it becomes clear to us that if we take groups of eight binary
characters, they allow us to express 256 different models. This is used in the case of
microcomputers, as they allow the representation of different letters (lowercase and
uppercase) in the English language, numbers from zero to 9, and special signs (...? +, -) as well
as the Arabic letters, so through these grouping operations the computer can express

everything we need in the form of binary or more precisely in the form of electrical pulses.

(- o+ 5..) Amalall el 5 9 Y i (re 8 Y15 & Sl ARDN 3 (50U 5 8 paall) Adlia) Co g all Jidly e Cam i gaaS 5 ySaall
Glag JS5 Lo 3ol 5 sy of 405 JS8 e 4aaling L JS e o o o3 gaeadll clilee dal gy nlall Sy Gl iy pall o aY) Gl
Al yeS

One of the most famous international encryption methods is the American

Standard Code for Information Interchange (ASCII)

oS B iy iy el 5 o sl Jal ) Sy 51 Ll el il (3 5k el (e
In this code, each letter or number is represented by seven binary numbers, that is,
seven bits. Thus, 128 letters and numbers can be represented using the ASCII code.
The first thirty-two codes cannot be written. They are called control codes. In the ASCII

code, each byte is divided into two regions as follows:

1- The numerical area consists of 4 bits.
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2- The literal area consists of 3 bits

The eighth bit (far left) is the Parity Check Bit, and the table shown in Figure (1)
represents the ASCIl code used in most computers.
Y1 Sa) B 5 35l o8 55 i n 128 i (S el 5 e (51 A U8 Ry iy 85 51 Cia IS 5Ll o3 3
(VS Ofihaie ) auly iy JS (Su) 525 3 CONTROL CODE oSail il 2 agale (3l s agliS iy ¥ (15318 2 0D 5
b 4 e 0S5 Apaaal) Akl -1
iy 3 (e (ST A jal) d3kidll -2

el (8 daiall WY1 3 Jiay (1) JSE (8 asall J5aall 5 Parity Check Bit daa) all Cu s (Dlssd) (meadl) (el Candl Ll
sl

Find the ASCII code for the number 5
5 2aell _SuYI 5 4% aa

The numerical region of any number (4 bytes from the far right) is the binary
number that corresponds to this number 5 =0101, and the literal region of any number

is the binary number 011, and therefore the ascii code for the number 5 is

011 Ul aaal sa s3e (5Y 4yl diaiall 5 0101 = 5 el 138 il 3 A L3500 5 (el el G s 4) 230 Y o) diaial
& 5 aall SV jek o S ale

0110101 = 00110101

0 G sbun it 5 Al jall oy S Gledinal) dadle

Find the Ascii code for the letter Z from the table shown in Figure (1). We find that the
letter Z
(1) U5 b msall Jsaal) (0 7 il (S 6l 3 10

alai 58 daalyall Cu 01011010 : o 7 <aall (Su¥I 50 6 g (1010)11 <aalls (101)6 2 genl) @l dic a8 7 Cajall of an

(1A e o) e AL 2l o g Ledic) Even Parity 50 ddabad SLis) 5l (1 480 (e (538 230 AU saad) 8 2a sy

Example: The letter z has the ascii code 1011010. There is an even number from the

number 1, so the review bit is 0. Z is represented as follows: 01011010
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b7y - |0 0 0 0 I [ I [
Bisb-" | %65 ©, ' Lyl 96] O Lol '
's bf "f "f bil ﬂ:::'"" 0 | 2 3 4 5 6 | 7
olo|lo|o]| O NUL | DLE | SP 0 @ P S p
o|o]0o] 1 | SOH | DCI ! | A Q a q
0|01 |0 2 STX | DC2 " 2 B R b r
ojOo}|1 |1 3 ETX | DC3 #H#* 3 C S c s
of1|{olo|] 4 |[€eoT |pca| $ 4 D T d t
o1 |01 5 ENQ | NAK °/ 5 E U e u
oj{1|l1]|o] s ACK | SYN 8 6 F v f v
ol ] 7 BEL | ETB ’ 7 G w 9 w
1|lojJo|o 8 BS | CAN ( 8 H X h x
1lo|of| 9 HT | EM ) 9 I Y i y
t{fof1}|o 10 LF SUB * . J Z i z
ol | n VT [ ESC | + : K [ k {
Il1{ojo]| 12 FF | FS ) < L \ I |
Iforfo] 1|13 CR | GS - = M ] m r
I{frfi1|o 14 10) RS . > N ~ n ~
(1 I O T O I I 1 SI us / ? o] — o DEL

01011010 :SY\S 7 Jiaiy 0 Aanl pall oy (any Al g 1 W80 e (o5 220 235 1011010 SV 3580 4l 7 Cajall idlia

Example: The letter C has the ascii code 1000011 and there is an odd number from the
number 1, thus giving the review bit, and C is represented as follows: 11000011
11000011 :SYS C Jiaiy daal jall oy (any Mg 1 o850 e (528 230 23 525 1000011 S 385 41 € aoall 1 Ja

im 256 Qi Uiy el (S 8 ihuly o5 51 ipm S U Gsf) SY15 5 b it o 015 8 ) ol i (S I
(33iaal) LS 5_jik) EBCDIC 5l 038 i yais Lae 2 julaiyl s s yad) Casa ) i WiSay 5a0all 5 sdgny o8,

As for the binary number system, it depends on
E g base (2), meaning that the expression of the

numbers used ranges between zero and one only,
0 0 and this is what is required to reach a valid
1 1 computer code, where zero symbolizes a closed
2 10 circuit and one symbolizes an open circuit. To
3 11 clarify the conversion of numbers from the
4 100 decimal system to the binary system, we can say
5 101
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6 110 that the binary number 0111 is equivalent to the
7 111 decimal number 7, since: -
8 1000 Ladii el Y1 e il G (sl (2) Qi) e iy 4l LD saall ol Ll
9 1001 u‘“’u dalla 3)5": L;‘ d)“‘ﬁ“ UJM\ A ‘&‘5 Lz h‘ﬁj\} )A.m“ o® CJ‘):\-'J

Josnd g gil s A giba s 503 ) o) s Ailaa 550 ) ial) oy
10 1010 Jaley 0111 S 80 o Jsis o S (SN aaill ) (g pall wlaill (ga ol 5Y)
11 1011 10 dua 7 ) B0
12 | 1100 1=2"x1
13 1101 2=2x1
14 1110 4= 22x 1
15 1111

0=23x0

ASCII Code

7 s ol 8 5 Jolay £ gandll

Data representation in the computer is designed based on encryption according to the
binary number system. To express all letters, numbers, and special signs, an encoding
system has been developed. Since the Latin letters are 26 capital letters and 26
uppercase letters, the numbers are 10 (from 0 to 9), and the special signs range within
30, the total number of these data will approach one hundred. If we keep one electrical
circuit, the possible states before us are only two states, OFF and ON, meaning that
the number of states is = 21 states. However, if we add two circles together, the
possible cases will be four cases, which is 22 = 4 cases, and it can be explained as

follows: -

alda auin g a3 8 Aualall ciledlall 5 2l Y15 Cooal) paes g ueilly | U 2l QUi 5 el Gulad o anlall (8 bl JES apeal 3
)55 Aualall Cladlall 5 (9 (i 0 () 10 Waae a8 Y15 1S Coa 26 5 S Cia 26 2Dl a1 o Cus s Encoding System sl
| OFF, ON ki (illa o Lilal Alainall coVIall ()8 saa) Ay 5eS 5 yilay Liladia) 18 D) (e oyt il 038 22 & sene 01 30 5 B

—oh WS e i (S g VA 2224 oy VS Aag sl o oS Aladiaall YA (U Laa o i0o Lras ol Ll Alls 2122 & YAl s

Code Second First circle No. of
Circuit
Case
Al 3 Al
e s 5yl
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00 OFF OFF 0

01 OFF ON 1
10 ON OFF 2
11 ON ON 3

It is noted from this table that the numbers for the four cases start from zero to 3,
meaning that the count in the computer always starts from zero and not from one as

we are accustomed to in our normal lives.

Also, the decimal number zero is equivalent to the binary number 00, the number one
is equivalent to the second number 01, and the number 3 is equivalent to 11. But
keeping only one circle or even two circles is not enough, as to obtain a number of
codes that reach 100 codes, seven circles must be kept to give the possibilities 128 =
27 cases.

Ll (3 L 5n5 LS anl 1 (e a5 aall (o ol (3 Lails fagy ) (o 61 3 (im i (e oy Ay 31 WD 21851 o Jsamll 138 (30 JaaDl

saa 5 55l LlaY) &1y 11 daley 3 il 5 01 (S a1 dale aals 6l o5 00 (S A0 Jolay saa (s piall 0 o Liad s el
Al 128 = 27 LAY haedl il g0 s LAY Cang 4ld 35S 100 ) doay 35SV (g0 230 e Jgeanll 3 (A Y da oy yils s

It starts from code zero 0000000  sm i, 2580 oo cliyy g a0
Until code no. 127 1111111 127 d, 380

However, due to the need to store codes for alphabets for languages other than
English, such as Arabic, French, Persian, etc., the current number of codes has
doubled to 256 codes by keeping eight electrical circuits together to give 256 = 28

cases.

e 08 s e 5 il 5f A i) gl A pad) AUS A e el e oAl el Ailagl) iy adly Aals o ST A U Aslall |l o1
Al 256 =28 axil Les Dy 568 il 50 Jlay LY 515k o2 358 256 () caelal Jall o <Y

It starts from code zero 00000000 s g 2 5Sh (e llyy o 4

Until code no. 255 11111111 255 a8 35S0 i
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Accordingly, the data storage unit in the computer, which is the byte, contains 8
byte electrical circuits, meaning that each 8 circuits combined with each other gives
one byte in which a specific letter, number, or special sign is stored.

s ol Lpaimns o S3ne 53 8 IS O (ines 8 Byte &S Lil52 8 e (553 Culdl (o s clal) (3 ULl (0 )35 Bam s 8 38 e
A dala e 5l e By ol e Lo L 0330 Baal
&l &l s Extended Binary Coded Decimal Interchange Code (EBCIDIC) (55 JS& (8 4y yiall a8 )Y Jiail pous sall 35S0 ysing 5

Sl Jaaill S5 a8 3 K1) Lgme 430 il s [BM D) o (e A_Jmcun i Laiy 3 g Ao giall cilaudall bl Jiias 8

la slaall

ANSI 35S alai 5 3ea¥) 223y (Sl anly | jbaial auy 53 5 American Standard Code for Information Interchange (ASCII)
I Al cgdadll (il slead) Jolsi (e S American National Standrad Institute 4e sill uleall (S5 eY) sgaall o) sk 531
Windows ) sill aUai it Jeas

Encryption systems in modern computers

) el 8 el

In 1985, the Institute for Electrical and Electronic Engineers-IEEE published a report
titled Binary Floating Point Arithmetic Standard. An update to this formula was
published in 2008 as IEEE.

This provides standards for binary and decimal floating-point numbers, data
interchange formats, and algorithms for rounding arithmetic operations, and for

handling special cases.

Formats are specified for single, double, and extended precisions Precision, these
standards are generally followed by all companies when manufacturing

microcomputers.

A 64-bit binary digit representation is used for any real number. The first part is the
sign indicator, symbolized by s. This is followed by an 11-bit exponent, called c, which
is called the characteristic, and a 52-bit binary fraction, f, called the mantissa. The base

of the exponent is 2.
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Since 52 binary digits correspond to 16 to 17 decimal digits, (why?) we can assume

the number represented in this system has at least 16 decimal digits of precision.

An exponent of 11 binary digits gives a range from 0 to 2/411-1=2047.

el Jlaall o) iy 1 59 585 Institute for Electrical and Electronic Engineers-IEEE <l s yiSIY1 5 oL oSl udige Jgas 335 <1985 ale 4
AEEE asli 2008 ale (8 dasall a2l Cuaai 155 45 5 Binary Floating Point Arithmetic Standard 4stil) dailal) ddaaill

Aala)) VL Aadlaal 5 ol lileall il ilya 5 ) 535 ectiibad) J5 st oy il 5 A0 Aaikad ALaldl) 6 Y yules 130 i
extended 3xiedl 5 double A 52 3l 5 single 324l precisions 43all Clawiill aaa o
.microcomputer B _all Cul eall delia e ClS L) vy JB (e ele S Huladll o2a &Lﬂ\ TP ¢4l

Ll elld w5 = 4) 3 ¢ sign indicator »ise adle s ¥ ¢ 5al) s a8, Y binary digit U5 &) 64-bi < 64 Jia aladiul &5
S Sl ey of oy 52 e sSe S fraction S5 ¢ characteristic Jseall (om0 e 11 (e 055« exponent

2 58 oY) ol o5 mantissa

Y e G ydie W) 16 o s sing alail) 13 b Jiaall Bl o) G st o) WSy (913La)el e Wa8 5 175 16 on Lo bl Bl W, 52 of Ly

A8l (e
211 —1=2047 N0 oo Blai Jany Gl S5 1 G @ sSall oY)
However, using only positive integers for exponents will not allow proper

representation of numbers of small size.

To ensure that small-sized numbers can be represented as well, 1023 is subtracted from

the discriminant, so the exponent range is actually —1023 to 1024.

To save storage space and provide a unique floating-point representation for each
number, we will standardize using this system to have the floating-point formula as

follows:
)M?MEGJM“—‘“\*‘LMMUJU‘MML;)A‘M‘ dlacdy) e\é&l.n\ o “ﬂhc‘}
1024 ) 1023~ e Ulad 05 () Gl b 5 ¢ Gaaall (10 1023 sk o IS Leliad (S puiveall anall <3 ald Y1 o) (g SN

¢ IS Aailal) ALalall A ¢y a1 LRI 138 AOREL B ihaas o g pan el Abialis o8y JSI 20 8 i 5 (5330 Aaline Jadal

(_ 1)_5'21'—1(}23(1 + f)

Example: We consider the encryption number

sl 85 ey o 3
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0 10000000011 1011100100010000000000000000000000000000000000000000.

The leftmost bit is s = 0, which indicates that the number is positive. The next 11 bits,

10000000011, give the discriminant and are equivalent to the decimal number.

(§ oial) g8 Jala s el a3 ¢1000000001 1 Al 11 3 il com s o8 0 Of () oy Laa <5 = 0 st o) sl B 35 sl il
c=1-2040-224...40-2241-2"+1-2°=1024 + 2+ 1 = 1027.

So the exponential part of the number is
3 &l e ) 6 5al) ol Uil

21027—1023 — 24-

The last 52 bits specify that the mantissa part is

A gl e 3all 0 353 Y) 52 ) il aass

| 1 1 3 1 - 1 5 1 8 1 12
r=i(5) e (5) e (5) e (5) e (5) < (3)
As a result, this code number represents an exact decimal number

2 (5 pall 81 13m 5,030 285 Jay el An iy

L1111 1
—1 .\'21'—1023 1 = (=1 0, 2[027—1023 1 - _ . _ - -
=D 1+ =D (+(2+8+16+32+256+4096))

= 27.56640625.

Computer system analysis:

ulal) aldai Julas
It can be said that all computers have the same capabilities and perform essentially the
same functions, although the size of these capabilities and the speed of performing the
functions differs between types of computer and also between computers of the same type

according to the description of this computer.
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It is also known that the core of the computer is the Central Operating Unit (CPU). Which
represents the nerve of the computer, and therefore the rest of the computer components,
such as the screen, keyboard, printer, etc., are considered peripheral devices or media

attached to the central operating unit.

il gl elal Ao ju s <l HaEl) 038 aaa o (e ae N e el gl i ld OS82 5 < Hail) (i Led claudall saea o J A oSy
el 138 Cipa il Lk o il (i il Ll 5 o) ) 5 s

b5 sl Cuae Jia Al Central (CPU) Processing Unit 4aS el Jsiill sas s 8 canlall 5o a6l Ll Cag el (g
Jiill 325 5 Peripheral Devices diale hilus sf ciliale ge 3 ke W e sl Zaihall ol milial) 251 5 2ELEN (g0 candal) il S (Bb iins
i3Sl
To further clarify, the current manufacturing of computers depends on manufacturing
the processor in the form of a special type of chip, while the memory is manufactured
in the form of chips of another type. This chapter on the manufacturing process aims
to add flexibility in the process of computer description, when it is desired to increase
the size of the memory. The art of adding new memory chips will achieve the desired
purpose while keeping the player the same as it is. You must also remember that
despite this physical separation, both the driver and the memory remain in constant
communication, so that they can be considered at work as a single unit, which was
until now called the central operating unit (CPU).
Memory 5_SIll xiial iy Gald & 65 (e Chip 488 ) JS& A Processor Jadiall aiai e aaiay laudall Mall aiaill (8 sania gill 8530 3
08 58I a5y o8 At ) e ccanlall G g3 Alee (i 45 el slini) ) oieaill Dulee 3 Juaail) 138 Cangy s < JAT & 5 (g i)yl JSE
V) salall Jaail 138 (e a2 e 4l SE5 o ang LS 5 oS Jidiall iy Jaliia V) 4008a) e o sllaal) (gm jal) (S 5 SIAN 5008 i) s AL

Ban 5 OV e (s ilS ) b g saal g san g Lagdl e Jasll g e e ) (e g @il Jlail (& DUy 3 SIAN 5 Jidiall e DS o
.CPU 43S Jall Jpaill

Computer Main Memory ol Ll 55/

Itis also called the internal memory of the computer, and also Random Access Memory
(RAM for short), meaning that the data can be read from and written to this memory,
and that access to this data is random, that is, without adhering to a specific order, so
the data in any location can be accessed directly. The speed of electricity transmission

is equal to the speed of light. The memory is manufactured using Complementary
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Metal-Oxide Semiconductors technology, called CMOS for short. This technology
allows a single chip the size of an eighth of a postage stamp to contain (4 million
electrical circuits), meaning it stores more than 400,000 letters, numbers, or numbers.

Private label.

Due to the direct connection between the RAM and the player, the memory chips are
installed in direct contact with the memory, which is called Single in-Line Memory
Modules, or SIMMS for short, meaning the use of electrical circuits for direct access

between the memory and the player.

The size of a computer's memory is measured by the number of bytes it can contain,

that is, the number of characters that can be saved in this memory at a given time.

RAM | ,Laial s Random Access Memory (o3 sdiall Juai¥) 3 ,S13 Ll 5 Internal Memory caslall 4lalall 3 jSIa0 Lyl e le 2
S sl (R (e s i ol VI (950 s Ll s il oda (W g sl 05 3810 038 e A4S 5 (g el 1 AL (585 libal) o (imas
ALalSiall Bl sall olail 405 aladinly 3 SIA iy o guall A g (5 sl Al 5 ol oSl JUEEI Aoy s pdilaa JSG) a8 ge 5T 8 32 53 sall L)
Chip 4i ) o (5 sia3 of 4l 038 i35y CMOS ) Jbaial el s Complementary Metal-Oxide Semiconductors 328 sal) <l Sl ¢

Al e Sl 43, 5 s 400000 e s Le 033 Ll (s (RueS 530 (ke 4) e 3ol wilds (0 pas B33l

Single in-Line Memory (cew b g8 55 SIA xa il Juail e LeaS 53 ol 3 ,SIAN (3385 U Jadiall g RAM 5_SIA (g el Jals 30 1 plai
Jrdiall 93 SIA o il J gea gl A jeS il 0 rﬁ\;s:‘.u\ L;i SIMMS I laial s Modules

Crme g 85 SIAN o3 8 Ledaia Sy ) g yall aae (s elgsing () (S ) il e aaey Calall 5 SIAN aaa iy

Memory size is measured in the following terms:
il cilathalll ol 3 <1l A ui

1KB Kilo Byte = 1024 Byte

1MB Mega Byte 1024 Kilo Byte

1GB Gega Byte

1024 Mega Byte

1TB Tera Byte = 1024 GB

Because of the way computer memory is organized, memory can be likened to a group

of mailboxes in a post office. We find that each mailbox has a specific location
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(Location) and has a specific address (Address), in which letters sent to this box are

stored, i.e. what can be considered a specific value (Attribute).

Data (and instructions) are stored in the computer's memory in specific storage
locations, and each location has its own address through which the storage location
can be accessed and dealt with. Therefore, the storage location is the place where the
data is stored, while the address is the code that distinguishes each location from the
other.
(Location) rxs @ se 2 Gsdia IS ) ani Cum 3 3 i (8 2 ) Gaalina (g e ganar 5 S0 4l (S 43l Candal) 3 S5 adai o sld agil
(Attribute) dime dad o liie) (Sa Lo (sf (3 siall 138 e Al el Uadll (585 48 iy 5 (Address) e O sie 4l
e M Il 4dy )l e (Say 4y pali () sie @se JSI (5 Baame (380 il s (b (V) aulall 3 S0 (G (laglall 5) i) (o 345 5
IS Jar s 2SN 5 Address ¢ siall Ll eclilul) 335 408 i ) ISl 8 Location Cu il adge old ey e 5 dsa Jalaill 5 0 3
DAY (e adse
Data or commands are stored as values or properties stored in those locations. To
clarify the idea, we assume, as Figure (2-6) shows, that we have 12 locations to store
data, which looks like a table, and that the following statement was stored according
to the command Rate = 50, and that the storage process took place in location No. 5,
and that the command Hours = 40 was stored in location No. 11. If we assume that we
then enter the command Wage = Rate *Hours, the result of this calculation has been
stored in location No. 3. The organization of the sequence of data circulation and the
execution of orders or instructions depends on a group of registers, which regulate this
circulation to prevent errors from occurring when performing operations.
Employment. As it turns out, location number 5 is represented by the address Rate and
the total stored value is 50.
-2) JS a9 LS im s B S ranm gil 5 Bl gal) i 8 45 Jal) value Attributes  oaibadll ol sl b el yal 51 5l il cp 535 2
5 o @isall (b a3l ke O 5 Rate = 50 oS Ly I lall (535 &5 § 4l s JsaalS sas Al 5 il 0 533 wdise 12 Wl (6
A 38 Al dileall o3 il (i Wage = Rate *Hours ye¥! @l aey Wil Ll laza 53 1305 11 a8 ad sall 8 433335 &5 Hours = 40 <Y ol 5

.50 43330 dailll Jasys Rate ol sislb 4l 300 5 o) adsall 8 ey LSy, Janil) cililas 6) ja) die sladl & ganl Laia

1 2 3 Wage 2000 4
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5 Rate 50 6 7 8

9 10 11 Hours 40 12

(6-2) J<=

Computer description:

Computers are described in terms of the efficiency and speed of the processor and

associated memory according to three orders:
el o) 3D 8 5 4y Adasi yall 5,81 5 pellaall Ao jus 5 B liS G (o Clanlal) Caia 5 raulal) Cina g
Word size A paa -1
Processor Speed  zlxdiic u-2

Memory Capacity 3,814 45 -3

These standards can be presented as follows:-
crol e el o3 (e (S
sdalg)) pa ﬂ

First: word size:

The operation of the computer (processor) depends on the computer receiving
electrical signals from the rest of the computer components and then re-sending the
signals resulting from operation to those components again. The word word means
the number of electrical signals (or the number of bits) that are transferred as a single
unit across the computer’s buses or during internal operation in the processor. It is
certain that the larger the size of the word that is transferred in each batch, the faster

the computer’s operation.
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The word size used by the processor in IBM personal devices may range from 8 bits
until it reaches 128 bits. To learn about the evolution of the word size, you can review
the table for the drivers produced by Intel and used in IBM computers that are

compatible with it.

il (e Al ol JLaY) Jlas ) ke a5 sl b o€ (Bl (e A el HLEY) el 3l e (lbaall) Gaslad) Jan aaing
sl sl Bus Ml e Baal g bas oS Lol oy ) (Bits Cand) aae 5f) A eI @l JLEYT 2xe word AalSs sty s s Al 5 e il Sl @lls )
crmlal) Jarn ey ) LS dady JS 8 Lol ay 3 A s S LS il 2S5l (g g el 8 il el JDa

U&JW\PJ#&U‘):C\H}B|t128‘;‘\;13_.4}‘;“\;B|t8uA|B|\/|w\ﬁﬁy\&éud\@&wgg\w‘e»c}\ﬂﬁ}
Neaa 438 giall g IBM Sleadall 8 aodiud 5 Intel A8l Leadit (Al dlaidiall 4l J gasll Aaal je

i) de LG

Second: Processor speed:

The speed of the processor is measured by the number of internal pulses it performs
during one second, which is a process somewhat similar to the heartbeat in humans.
The concept of processor speed may be called clock cycles, and speed is usually

measured according to the type of computer, as follows.

B ey sl il il Lo as ) 4 Alae a5 s sl A JSA Ledlaly a3 AR il ases gellaall e jan iS5

o) (Gl WS dall & 55 s Ao pull (5 L sale 5 Clock Cycles Asbudl <l 50 juad mlladdl de s 2 5gde e 3l

:(MHz) Mega Hertz ;. sl s o

It is @ measure of the number of pulses per second. If we say that the speed of the
processor is 100 MHz, this means that this processor reaches a speed of 100 million
pulses per second, or that each operating cycle is completed in a time of one divided
by a millionth of a second, or in other words, 10 nanoseconds. Second, and the
processor that operates at GHz speed reaches a speed of 1000 million pulses per

second, or 10 picoseconds.

This leads us to present the time scales for computers, which are:
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100 de s Joay llaall 138 () 138 i (8 55 508 Lo 100 (o gliaall A s of LB 1308 s 1) A0l 6 gl saed (e 2
G il s 4l 510 AT Siaa s o A (e sale e Lo s udia aal g o0 (e ) 3 Jai 355550 S &b 4l sl saa) ) Al 8 3_cani () sl

Al K 10 sf sasl N AN L8 dumsi (ke 1000 Aoy Jaay 438 GHZ Aoy Jony

rio s ol Gl Galie (e ) els B iy

1000/1 OF THE SECOND MILLISECOND
1000000/1 Microsecond
100000000/1 Nanosecond
1000000000000/1 Piecosecond

This extremely short period of time suggests the speed at which computers operate.
The computer cycle requires a number of pulses to occur within the processor, and the
faster these pulses are, the faster the computer will be. Current speeds of small
actuators range from 1.2 GHz to over 3 GHz, and these speeds are still increasing at a

steady rate.

@l ) LS 5 ellaall Jala cilimnil (e 22 laal ) Conlall 5y 30 2lind 5 ¢ laalal) L Jand il e yadl s30 jaall 8 aliial) At 30 s0all 038 i
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Chapter 3: Software Systems and Application Software

Aadail) geal yal g Al cilina o GEN Juadl)

Software has a profound impact on individuals and organizations. It can make
the difference between profits and losses, and between financial health and
bankruptcy.

oY) s Alal) Asall g a5 LY G A s o (Sar s clalaiall g o EY) e aae il el cilina il
Software consists of computer programs that control the workings of computer
hardware. Computer programs are sequences of instructions for the computer.
Documentation describes the program functions to help the user operate the
computer system. The program displays some documentation on screen, while
other forms appear in external resources, such as printed manuals. People using
commercially available software are usually asked to read and agree to End-User
License Agreements (EULAS). After reading the EULA, you normally have to
click an “I agree” button before you can use the software, which can be one of two

basic types: systems software and application software.
w&}@hﬁ\udeQM\wMﬁ@ )Sﬁa.qﬁ\c.n\);)SM|E)@A\M@?SAEL;J\}M\@\}UAQQMDJJ\ Oy
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Systems Software

Systems software is the set of programs that coordinates the activities and
functions of the hardware and other programs throughout the computer system.
Each type of systems software is designed for a specific CPU and class of
hardware. The combination of a hardware configuration and systems software is

known as a computer system platform.
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Application Software

Application software consists of programs that help users solve particular
computing problems. In most cases, application software resides on the
computer’s hard disk before it is brought into the computer’s memory and run.
Application software can also be stored on CDs, DVDs, and even flash or
keychain storage devices that plug into a USB port. Before a person, group, or
enterprise decides on the best approach for acquiring application software, they
should analyze their goals and needs carefully.
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Supporting Individual, Group, and Organizational Goals Every organization relies

on the contributions of people, groups, and the entire enterprise to achieve its

business objectives. Conversely, the organization also supports people, groups,
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and the enterprise with application software and information systems. One useful
way of classifying the many potential uses of information systems is to identify
the scope of the problems and opportunities that an organization addresses. This
scope is called the sphere of influence. For most companies, the spheres of
influence are personal, workgroup, and enterprise.

Table 1 shows how software can support these three spheres.
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Information systems that operate within the personal sphere of influence serve
the needs of an individual user. These information systems help users improve
their personal effectiveness, increasing the amount and quality of work they can
do. Such software is often called personal productivity software. When two or
more people work together to achieve a common goal, they form a workgroup.
A workgroup might be a large, formal, permanent organizational entity, such as a
section or department, or a temporary group formed to complete a specific project.
An information system in the workgroup sphere of influence helps a workgroup
attain its common goals. Users of such applications must be able to communicate,

interact, and collaborate to be successful
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Information systems that operate within the enterprise sphere of influence
support the firm in its interaction with its environment. The surrounding
environment includes customers, suppliers, shareholders, competitors, special-
interest groups, the financial community, and government agencies. This means
the enterprise sphere of influence includes business partners such as suppliers that
provide raw materials, retail companies that store and sell a company’s products,
and shipping companies that transport raw materials to the plant and finished

goods to retail outlets.

Ondliall 5 Gaaalisall 5 (0 5 sall 5 ¢ Slaal) dnnall Al Jaii L e Lele Wi 84S ) G sall L8l (Ut e Jead 1) il sleall dadail ae
O308 53 0l Gy sall e Jlae W1 618 5 Jady A sall 53l Jle 0 (i 138 5 e sSal) VIS o) 5 L) acinal) 5 dal) mlliaal) e sana s
el 3l ) aiuall a5 ol 5 qiaall ) plad) o) sall Ja5 ) il S 55 Sl Cilaie i s ¢ 533 A1 A5 5l aall IS 55 calad) o sall

Systems software
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Controlling the operations of computer hardware is one of the most critical
functions of systems software. Systems software also supports the application
programs’ problem-solving capabilities. Types of systems software include

operating systems, utility programs, and middleware.
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Operating Systems

An operating system (OS) is a set of programs that controls the computer
hardware and acts as an interface with applications (see Figure ). Operating
systems can control one or more computers, or they can allow multiple users to
interact with one computer. The various combinations of OSs, computers, and
users include the following:
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 Single computer with a single user. This system is commonly used in a
personal computer or a handheld computer that allows one user at a time.

« Single computer with multiple users. This system is typical of larger,
mainframe computers that can accommodate hundreds or thousands of people,
all using the computer at the same time.

» Multiple computers. This system is typical of a network of computers, such as
a home network with several computers attached or a large computer network with
hundreds of computers attached around the world.

« Special-purpose computers. This system is typical of a number of computers
with specialized functions, such as those that control sophisticated military
aircraft, the space shuttle, and some home appliances.
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The OS, which plays a central role in the functioning of the complete computer
system, is usually stored on disk. After you start, or “boot up,” a computer system,
portions of the OS are transferred to memory as they are needed. You can also
boot a computer from a CD, DVD, or even a thumb drive that plugs into a USB
port. A storage device that contains some or all of the OS is often called a “rescue
disk” because you can use it to start the computer if you have problems with the

primary hard disk.
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Some OSs for handheld computers and notebooks that use solid-state hard drives
have an “Instant On” feature that significantly reduces the time needed to boot a
computer. The set of programs that make up the OS performs a variety of

activities, including the following:

il 3 30 e duliall sl 3 duleal) (yal Y)Y IS jaa paiid A panall i 5aaaS 5 gl s 41 panall 53 sa0aS1 8 jal Judi Aadail oany (5 5in

AL (e e siie de sanay il ol Lt (580 (1 el ) e same o585 sl Sl il o 53U 5l a € IS JIE8 A g s
b Loy a Ly

* Performing common computer hardware functions

* Providing a user interface and input/output management
* Providing a degree of hardware independence

* Managing system memory

* Managing processing tasks

* Providing networking capability

* Controlling access to system resources

* Managing files
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The kernel, as its name suggests, is the heart of the OS and controls the most
critical processes. The kernel ties all of the OS components together and

regulates other programs.
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Common Hardware Functions

All applications must perform certain hardware-related tasks, such as the
following:

* Get input from the keyboard or another input device

* Retrieve data from disks

* Store data on disks

* Display information on a monitor or printer
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Each of these tasks requires a detailed set of instructions. The OS converts a basic
request into the instructions that the hardware requires. In effect, the OS acts as
an intermediary between the application and the hardware. The typical OS
performs hundreds of such tasks, translating each task into one or more
instructions for the hardware. The OS notifies the user if input or output devices
need attention, if an error has occurred, and if anything abnormal happens in the

system.
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User Interface and Input/Output Management

One of the most important functions of any OS is providing a user interface. A
user interface allows people to access and command the computer system. The
first user interfaces for mainframe and personal computer systems were command
based. A command-based user interface requires you to give text commands to
the computer to perform basic activities
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Figure also shows a graphical user interface (GUI), which uses pictures (called
icons) and menus displayed on screen to send commands to the computer system.
Many people find that GUIs are easier to use because they intuitively grasp the
functions. Today, the most widely used graphical user interface is Microsoft
Windows.
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Hardware Independence
To run, applications request services from the OS through a defined application
program interface (API), as shown in Figure. Programmers can use APIs to

create application software without having to understand the inner workings of
the OS.
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Suppose that a computer manufacturer designs new hardware that can operate
much faster than before. If the same OS for which an application was developed
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can run on the new hardware, the application will require minimal (or no) changes
to enable it to run on the new hardware. If APIs did not exist, the application
developers might have to completely rewrite the application to take advantage of

the new, faster hardware.
b a3 g ol pU s S 13 8 (53 (pe LS el U Jand) LS a5 3ea] Caanna 53 saael Aniadl) IS 5l gaa) o ia sl
Sl e Jaall (0 458 (il s ol Qllaiy Y f) il il o ) 2 Gl Gl caal) Sleall e 4l (Sa alaf e Gl
& o5 5aall 5 el (e 5ol JalSlly Gadaill A0S sale ) clipdaill (5 shaa Ao iy 28 633 s 0 Cilidail) daa y Cilgad 5 (S5 Al 1) 3aal)

Memory Management

The OS also controls how memory is accessed and maximizes available memory
and storage. Newer OSs typically manage memory better than older OSs. The
memory-management feature of many OSs allows the computer to execute
program instructions effectively and to speed processing. One way to increase the
performance of an old computer is to upgrade to a newer OS and increase the
amount of memory.

Most OSs support virtual memory, which allocates space on the hard disk to
supplement the immediate, functional memory capacity of RAM. Virtual memory
works by swapping programs or parts of programs between memory and one or
more disk devices—a concept called paging. This reduces CPU idle time and
increases the number of jobs that can run in a given time span.
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Processing Tasks

The task-management features of today’s OSs manage all processing activities.
Task management allocates computer resources to make the best use of each
system’s assets. Task management software can permit one user to run several
programs or tasks at the same time (multitasking) and allow several users to use
the same computer at the same time (timesharing).
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An OS with multitasking capabilities allows a user to run more than one
application at the same time. Without having to exit a program, you can work in
one application, easily pop into another, and then jump back to the first program,
picking up where you left off. Better still, while you’re working in the foreground
in one program, one or more other applications can be churning away, unseen, in
the background, sorting a database, printing a document, or performing other
lengthy operations that otherwise would monopolize your computer and leave you
staring at the screen unable to perform other work. Multitasking can save users a
considerable amount of time and effort.
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Time-sharing allows more than one person to use a computer system at the same
time. For example, 15 customer service representatives might be entering sales
data into a computer system for a mail-order company at the same time. In another
case, thousands of people might be simultaneously using an online computer

service to get stock quotes and valuable business news.
Canl) SUi€ay gl pall aaf o g AN Y ) plaua¥) (50 gl i 8 Gt (g ST Jdis adtiasall algall 20 CLalSaly 35 jall Qi) aldas ey
sl oL il (el (e Juad) 5l 55 (o Anliial) 5 o sV gl () (5 5a0 8 g0 JEEY &5 ¢ AT bt ) &) sy JEEY 5 can) 5 Gpada
Aol o lily saelB 5 o Ailal) 8 o (e s ol e s AY) ki) e ST sl aal 5 Guadai deny O (S ) 5 el s 8 dadiall b
ealls 5l e 152 1538 Gpastaall pleall 2343 iy

lagall il QA eSanl) dass Baa (g 15 52 35 edliall g le 050 (i B 5 gpoaS ol oSl (i (pm Y 83l S e
i Y] e 5 peaS Aand Ausd i gl) b (al i1 YT aadin 38 oo Al Alla iy gl i oyl e (a3 51 i g€ S
a“‘:‘ﬂ\ d\..qc‘)(\ ‘)LD\}N-MY‘ ‘)\a.u\‘_;r_d}m;ﬂ

The ability of the computer to handle an increasing number of concurrent users
smoothly is called scalability. This feature is critical for systems expected to
handle a large number of users, such as a mainframe computer or a Web server.
Because personal computer OSs usually are oriented toward single users, they do

not need to manage multiple-user tasks often.
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Networking Capability

Most operating systems include networking capabilities so that computers can join
together in a network to send and receive data and share computing resources. PCs
running Mac, Windows, or Linux operating systems allow users to easily set up
home or business networks for sharing Internet connections, printers, storage, and
data. Operating systems for larger server computers are designed specifically for
computer networking environments.
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Access to System Resources and Security
Because computers often handle sensitive data that can be accessed over networks,
the OS needs to provide a high level of security against unauthorized access to the
users’ data and programs. Typically, the OS establishes a logon procedure that
requires users to enter an identification code, such as a user name, and a matching
password. If the identification code is invalid or if the password does not match
the identification code, the user cannot gain access to the computer. Some OSs
require that user passwords change frequently—such as every 20 to 40 days. If the
user successfully logs on to the system, the OS restricts access to only portions of
the system for which the user has been cleared. The OS records who is using the

system and for how long, and reports any attempted breaches of security.
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File Management

The OS manages files to ensure that files in secondary storage are available when
needed and that they are protected from access by unauthorized users. Many
computers support multiple users who store files on centrally located disks or tape
drives. The OS keeps track of where each file is stored and who can access it. The
OS must determine what to do if more than one user requests access to the same
file at the same time. Even on stand-alone personal computers with only one user,
file management is needed to track where files are located, what size they are,
when they were created, and who created them.
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Operating Systems Programs for Computers
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1. Introduction to Operating Systems

An operating system (OS) is a system software that manages computer hardware and
software resources and provides common services for computer programs. The operating
system is an essential component of the system software in a computer system. Application
programs usually require an operating system to function.
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Functions of an Operating System
The operating system performs many important functions, including:

Booting the system: When you turn on your computer, the operating system is responsible
for loading the necessary hardware drivers and starting up the basic services that your
computer needs to run.

Managing memory: The operating system manages the computer's memory, allocating it to
different programs and applications as needed.

Managing processes: The operating system keeps track of all the running processes on the
computer and ensures that they get the resources they need to run smoothly.
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Providing system services: The operating system provides a variety of system services to
programs, such as file I/O, networking, and security.

Providing a user interface: The operating system provides a user interface that allows users
to interact with the computer. This can be a graphical user interface (GUI) or a command-line
interface (CLI).
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Types of Operating Systems
There are many different types of operating systems, but the most common ones are:

Desktop operating systems: These are operating systems that are designed for desktop
computers and laptops. Examples of desktop operating systems include Windows, macOS,
and Linux.

Mobile operating systems: These are operating systems that are designed for mobile
devices, such as smartphones and tablets. Examples of mobile operating systems include
Android and iOS.

Server operating systems: These are operating systems that are designed for servers.
Examples of server operating systems include Windows Server and Linux distributions such
as Ubuntu Server and CentOS.
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1. Which type of operating system is designed for desktop
computers and laptops?

(a) Desktop operating systems (b) Mobile operating systems (c)
Server operating systems (d) Network operating systems

2. Which of the following is an example of a desktop operating
system?

(&) Android (b) iIOS (c) Windows (d) Linux Server
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3. Which type of operating system is designed for mobile
devices?

(a) Desktop operating systems (b) Mobile operating systems (c)
Server operating systems (d) Network operating systems

4. Which of the following is an example of a mobile operating
system?

(a) Windows Server (b) Ubuntu Server (c) CentOS (d) Android

Choosing an Operating System

When choosing an operating system, it is important to consider your needs and
requirements. Some factors to consider include:

Compatibility: Make sure that the operating system you choose is compatible with your
computer hardware and software.

Ease of use: Some operating systems are easier to use than others. Choose an operating
system that you are comfortable using and that meets your needs.

Features: Consider the features that are important to you and choose an operating system
that has those features. For example, if you need a server operating system, you will want
to choose an operating system that has features such as virtualization and clustering
support.

Price: Operating systems can range in price from free to hundreds of dollars. Choose an
operating system that fits your budget.
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Common Operating System Programs

There are many different types of operating system programs, but some of the most
common ones include:

File managers: File managers are used to manage files and directories. They allow you to
create, delete, move, and copy files and directories.

Web browsers: Web browsers are used to browse the web. They allow you to view
websites, download files, and watch videos.

Email clients: Email clients are used to send and receive email. They allow you to manage
your email messages, contacts, and calendars.
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Office suites: Office suites are collections of productivity applications, such as word
processors, spreadsheets, and presentation software.

Media players: Media players are used to play audio and video files.

Games: Games are a popular type of software that can be used for entertainment or
education.
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1. What are file managers used for?

(a) Managing files and directories (b) Browsing the web (c) Sending and receiving
email (d) Creating and editing documents

2. What is the primary function of a web browser?

(a) Managing files and folders (b) Viewing websites and online content (c)
Handling email communication (d) Creating presentations

3. What are office suites commonly used for?

(a) Playing audio and video files (b) Managing email accounts and contacts (c)
Performing tasks such as word processing and spreadsheet calculations (d)
Providing entertainment or education through interactive games

4. What type of software is used to play audio and video files?

(a) File managers (b) Web browsers (c) Media players (d) Games

Installing and Using Operating System Programs

Installing and using operating system programs is usually a straightforward process. Most
programs can be installed by double-clicking on the installer file and following the on-screen
instructions. Once a program is installed, you can usually start it by clicking on its icon in the
start menu or on the desktop.
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Managing Operating System Programs

Once you have installed some operating system programs, you will need to manage them.
This includes updating them, uninstalling them, and troubleshooting them.

Updating programs: It is important to keep your operating system programs up to date.
Software developers often release updates that fix bugs and add new features. You can
usually update your programs automatically or manually.

Uninstalling programs: If you no longer need a program, you should uninstall it. This will
free up space on your computer and improve performance. You can usually uninstall
programs from the control panel or from the program’s uninstaller.

Troubleshooting programs: If you have a problem with an operating system program, you
can try to troubleshoot it. There are many resources available online
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Chapter 4: Introduction to programming
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Algorithm :a.;, sy

An old concept dating back to the beginning of the ninth century AD, at the height
of the Abbasid Arab state, during the time of Al-Ma’mun. However, interest in it
has been active in the recent period and since the emergence of computers, and its
use has become widespread and attention has focused on its principles in books,
research, and various fields of scientific and applied activities. Its name is linked
to the name of the Arab scientist Muhammad bin Musa Al-Khwarizmi. He lived
in Baghdad from the year 780 to 847 AD, during the era of Caliph Al-Ma’mun,
and died there. Al-Khwarizmi became prominent in the sciences of mathematics
and astronomy and left a clear impact on them. Al-Khwarizmi also wrote another
book that was translated into Latin under the title Algoritmi de Nemero Indriun.
Decimal arithmetic and multiplication and division tables remained known as
algorithms and algorithmic tablets for centuries in Europe. . But this term has
evolved over time and has recently become very closely linked to programming

electronic Computers
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An algorithm is defined as: a set of sequential and clear steps to solve a specific
problem or issue (whether arithmetic or logical operations), and it must be written
in an understandable and simple way to reach the goal or solve the issue, that is,
have a starting and ending point.

The word algorithm is widely used in mathematics and computer sciences, where
it is now defined as: a set of steps (instructions) arranged to carry out arithmetic,

logical, or other operations in a sequential and orderly manner.
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Flowchart ity Jalaial
It is a set of symbols or geometric shapes that are used to represent the algorithm,
that is, a translation of the steps of the algorithm or its expression in a diagram
that shows the flow of implementation of solving the problem or the mathematical
process. The following figure shows in a simplified manner the stages that go
through in solving a problem using a high-level language. It appears from the
figure that there are two main stages in solving the problem:
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Symbols and conventions for Flowchart
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The importance of using process flow maps:

The most important benefits of using process flow maps before writing any
program are the following:

1- It gives an integrated picture of the steps required to solve the problem in the
mind of the programmer, so that we are able to fully understand all parts of the
problem from its beginning to its end.

2- It helps the programmer to identify errors that usually occur in programs,
especially logical errors, the detection of which depends on establishing the
logical sequence of the programmer’s steps to solve the problem.

3- It makes it easier for the programmer to make any modifications, in any part of
the question, quickly and without the need to re-examine the issue or program it
again.

4- In problems in which there are many possibilities and branches, the matter of
following the details of the sequence becomes difficult for the programmer, if he
does not use a diagram in which the main steps of the solution appear clearly.
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5- Drawings of process flow maps used in designing solutions to some problems
are considered a reference for solving other similar problems, and a key to solving

new problems that have a relationship with the old solved problems.
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System Flowchartas s s - i

This number of maps is used when designing engineering devices, in factories and
elsewhere, that use autonomous control systems, such as floats in water tanks,
traffic lights, and pressure and temperature control devices in petroleum
distillation towers. Process flow maps here are considered as the complete
blueprint that It shows the arrangement, relationship and function of each stage
with what comes before and after it, within the framework of the integrated
system.
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The role presented by these maps can be summarized as follows:
1- It shows the location of each of the other steps that make up the system, so that
it is easy to discover any defect that occurs in the system simply by looking, which
facilitates equipment maintenance operations, and at the lowest costs.
2- It facilitates making modifications that may occur in the system program in any
location in the future.
3- Statement of details about the data required to be entered into the system.
4- Statement of details about the types of results expected or required from the
program prepared for the system.
5- Explaining ways to link the system to the rest of the existing systems in the

concerned institution.
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Program Flowchartz s s s
This type of map is used to show the main steps that are taken to solve a problem,
in the form of conventional drawings, showing the logical relationships between
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the other steps of the solution, and the location and function of each of them within

the framework of the comprehensive solution to the issue.
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Simple Sequential Flowcharts s g i s 1
Branched Flowcharts .e s cis a2
Simple-Loop Flowcharts .ssi g ks .3
4

Multi-Loop Flowchartssswa i ;s mi 2
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Simple Sequential Flowcharts:
The solution steps for this type of map are arranged in a straight series, from the

beginning of the program to its end, so that it is free of branches and sequences.
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Example 1: Draw a process flow chart to find the area and circumference of a
circle with a known radius (R)
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Solution: Area of the circle A=nR"2

Circumference of the circle C=2nR
C = 21tR 3.0\ s A =mR? sl dalie ; Jal

Algorithm
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1. Start ]
2. Read the value of R Riadi i 2
3. Put the value of Pi -

equal to 3.14 MAZHEmx e ]
4. Calculate the area A | AT :dbad s Adslud sl 4
5. Calculate the  C=0mr s A e € sl a5

circumference C CAR: v S o 6
6. Print the value of C, .

R and A e
7. stop
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< START >

A=PI*(R)?

v

C=2*PI*(R)
v

PRINT
R.A and C

v

END >

Example 2: Draw a process flow map to calculate the value of each of the variables

A, B, and C in the following equations:
AV Vel (4 A B,C & siall (e JS A luad cilileall jaadday )2 (e )) 1 2J6

A=X2 +2y .1
B=2X - 3A .2
C=A2+XB .3

If you know that the values of X and Y are given. Print the value of C,B,A,Y,X
C,B,A,Y X IS dad aokal | slasa XY (e JS dad o)) Caale 13)

Solution: It is clear that we can calculate the value of the variable A in Equation
1 given our knowledge of the remaining initial data, X and Y
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We can calculate the value of variable B in Equation 2 and 3 by relying on the

value of A and B
X, YA Y cllanall o L peal 1 Alslaal) (3 A iial) dad ol Uiy U racal sl (e 1 Jad)
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Algorithm
RS
1. Start XandY gadsI@ 2
2. Read both X and Y dad al 2alg Allaall e A A ) 3
Adalaal) (e C 4ad el 2 dalaall (e B
3. Calculate th_e value of X and Y e 96 g 3
A from Equation 1 g 4
Calculate the value of B
from Equation 2
Calculate the value of C
from Equation 3
Print both X and Y

4. Stop
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Chapter 5 : Telecommunications and Networks
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An overview of telecommunications
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Telecommunications refers to the electronic transmission of signals for
communications, by means such as telephone, radio, and television.
Telecommunications is creating profound changes in business because it lessens the
barriers of time and distance. Advances in telecommunications technology allow us to
communicate rapidly with business partners, clients, and coworkers almost anywhere in
the world. Telecommunications also reduces the amount of time needed to transmit
information that can drive and conclude business actions. Telecommunications not only
Is changing the way organizations operate, but the nature of commerce itself. As
networks connect to one another and transmit information more freely, a competitive

marketplace demands excellent quality and service from all organizations.
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Figure shows a general model of telecommunications. The model starts with a sending
unit (1) such as a person, a computer system, a terminal, or another device that originates
the message. The sending unit transmits a signal (2) to a telecommunications device (3).
The telecommunications device-a hardware component that facilitates electronic
communication—performs many tasks, which can include converting the signal into a
different form or from one type to another. The telecommunications device then sends
the signal through a medium (4).

A telecommunications medium is any material substance that carries an electronic
signal to support communications between a sending and receiving device. Another
telecommunications device (5) connected to the receiving device (6) receives the signal.
The process can be reversed, and the receiving unit (6) can send a message to the original
sending unit (1).

An important characteristic of telecommunications is the speed at which information is
transmitted, which is measured in bits per second (bps). Common speeds are in the range
of thousands of bits per second (Kbps) to millions of bits per second (Mbps) and even
billions of bits per second (Gbps).
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True/False Questions

The sending unit is always a person. (False)

The telecommunications device converts the signal into a different
form. (True)

The medium is the physical path that the signal travels over. (True)
The receiving device is always a computer. (False)

The process can be reversed, so that the receiving device can
become the sending device. (True)

Bits per second (bps) is the unit of measurement for the speed of
telecommunications. (True)

Common telecommunications speeds range from thousands of bps
to billions of bps. (True)

A telecommunications protocol defines the set of rules that governs the exchange of
information over a communications medium. The goal is to ensure fast, efficient, error-
free communications and to enable hardware, software, and equipment manufacturers
and service providers to build products that interoperate effectively. The Institute of
Electrical and Electronics Engineers (IEEE) is a leading standards-setting organization
whose IEEE 802 network standards are the basis for many telecommunications devices
and services. The International Telecommunication Union (ITU) is a specialized agency
of the United Nations with headquarters in Geneva, Switzerland. The international
standards produced by the ITU are known as Recommendations and carry a high degree

of formal international recognition.
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Communications between two people can occur synchronously or asynchronously.
With synchronous communications, the receiver gets the message instantaneously,
when it is sent. Voice and phone communications are examples of synchronous
communications. With asynchronous communications, the receiver gets the message
after some delay—sometimes hours or days after the message is sent. Sending a letter
through the post office or e-mail over the Internet are examples of asynchronous
communications. Both types of communications are important in business.
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True/False Questions

Synchronous communications involve an immediate exchange of
information. (True)

Voice and phone communications are examples of asynchronous
communications. (False)

Asynchronous communications can involve a delay of hours or
even days. (True)

Sending a letter through the post office is an example of
synchronous communication. (False)

E-mail is an example of asynchronous communication. (True)

Synchronous communications are always more effective than
asynchronous communications. (False)

Asynchronous communications can be more convenient than
synchronous communications. (True)

Using telecommunications can help businesses solve problems, coordinate activities,
and capitalize on opportunities. To use telecommunications effectively, you must

carefully analyze telecommunications media and devices.
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Basic Telecommunications Channel Characteristics o
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The transmission medium carries messages from the source of the message to its
receivers. A transmission medium can be divided into one or more telecommunications
channels, each capable of carrying a message. Telecommunications channels can be

classified as simplex, half-duplex, or full-duplex.
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A simplex channel can transmit data in only one direction and is seldom used for
business telecommunications. Doorbells and the radio operate using a simplex channel.
A half-duplex channel can transmit data in either direction, but not simultaneously. For
example, A can begin transmitting to B over a half-duplex line, but B must wait until A
is finished to transmit back to A. Personal computers are usually connected to a remote
computer over a half-duplex channel. A full-duplex channel permits data transmission
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in both directions at the same time, so a full-duplex channel is like two simplex channels.
Private leased lines or two standard phone lines are required for full-duplex

transmission.
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Channel Bandwidth
In addition to the direction of data flow supported by a telecommunications channel,
you must consider the speed at which data can be transmitted. Telecommunications
channel bandwidth refers to the rate at which data is exchanged, usually measured in
bits per second (bps)—the broader the bandwidth, the more information can be
exchanged at one time.
Broadband communications is a relative term but generally means a
telecommunications system that can exchange data very quickly. For example, for

wireless networks, broadband lets you send and receive data at a rate greater than 1.5

Mbps.
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Which of the following is NOT an example of a transmission
medium?

(a) Copper wires (b) Optical fibers (c) Wireless signals (d) Software
applications

What is the purpose of dividing a transmission medium into multiple
telecommunications channels?

(a) To increase the transmission speed (b) To allow for
simultaneous transmission of multiple messages (c) To reduce
interference between different signals (d) To simplify the network
architecture

What is the unit of measurement for telecommunications channel
bandwidth?

(a) Bytes per second (b) Hertz (€) Bits per second (d) Milliseconds

What is the minimum bandwidth considered to be broadband for
wireless networks?
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(a) 10 kilobits per second (Kbps) (b) 100 kilobits per second (Kbps)
(c) 1 megabit per second (Mbps) (d) 1.5 megabits per second
(Mbps)

Telecommunications professionals consider the capacity of the channel when they
recommend transmission media for a business. In general, today’s organizations need
more bandwidth for increased transmission speed to carry out their daily functions.

Another key consideration is the type of telecommunications media to use.
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Telecommunications Media

Each telecommunications media type can be evaluated according to characteristics such
as cost, capacity, and speed. In designing a telecommunications system, the
transmission media selected depends on the amount of information to be exchanged, the
speed at which data must be exchanged, the level of concern for data privacy, whether
the users are stationary or mobile, and many other business requirements. The
transmission media are selected to support the goals of the information and
organizational systems at the lowest cost, but still allow for possible modifications
should your business requirements change. Transmission media can be divided into two
broad categories: guided transmission media, in which telecommunications signals are
guided along a solid medium, and wireless, in which the telecommunications signal is

broadcast over airwaves as a form of electromagnetic radiation.
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Guided Transmission Media Types
Guided transmission media are available in many types. Table summarizes the guided
media types by physical media type. These guided transmission media types are

discussed in the sections following the table.
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Media Type | Description Advantages | Disadvantages
Twisted-pair | pairs of Used for Transmission
wire Twisted | copper wire, | telephone speed
shielded or service; and distance
unshielded widely limitations
available
Coaxial cable | Inner Cleaner and More expensive
conductor faster data than
wire transmission | twisted-pair
surrounded by | than wire
insulation
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twisted-pair
wire

be nonexistent

Fiber-optic Many Diameter of Expensive to
cable extremely thin | cable is much | purchase
strands smaller than | and install
of glass bound | coaxial;
together in less distortion
a sheathing; of signal;
uses light capable of
beams to high
transmit transmission
signals rates
Broadband Data is Can provide | Can be
over transmitted Internet expensive and
power lines over standard | service to may
highvoltage rural areas interfere with
power lines where cable ham radios
and and police and
phone service | fire
may communications

Twisted-Pair Wire

Twisted-pair wire contains two or more twisted pairs of wire, usually copper (see Figure
). Proper twisting of the wire keeps the signal from “bleeding” into the next pair and
creating electrical interference. Because the twisted-pair wires are insulated, they can
be placed close together and packaged in one group. Hundreds of wire pairs can be

grouped into one large wire cable.
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Twisted-pair wires are classified by category (Category 1, 2, 3, 4, 5, 5E, and 6). The
lower categories are used primarily in homes. Higher categories are used in networks
and can carry data at higher speeds. For example, 10 Gigabit Ethernet is a standard for
transmitting data in full-duplex mode at the speed of 10 billion bits per second for
limited distances over category 5 or 6 twisted-pair wire. The 10 Gigabit Ethernet cable
can be used for the high-speed links that connect groups of computers or to move data

stored in large databases on large computers to stand-alone storage devices.
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Coaxial Cable
Figure (middle) also shows a typical coaxial cable, similar to that used in cable
television installations. When used for data transmission, coaxial cable falls in the
middle of the guided transmission media in terms of cost and performance. The cable
itself is more expensive than twisted-pair wire but less than fiber-optic cable (discussed
next). However, the cost of installation and other necessary communications equipment
makes it difficult to compare the total costs of each medium. Coaxial cable offers cleaner
and crisper data transmission (less noise) than twisted-pair wire. It also offers a higher
data transmission rate.
Jgaal) aata Juls

8 sl S ady (bl Jail aladin) die I ¢ 5 50 il 5 8 addisal) GUA gl Ui a3 U sae S Wil (Jans 5Y1) SN oa g
(B 48l 4 guall LIV LIS e J81 430 5 4 silad) A g0 3l @Y (e Ao T ands I o1aY1 5 ZESH) Cum (e Bgan ) Jiil) Tl 5 Ciatie
il Ji (s saal) AL i a5 JS0 Alan Y1 RSOl &5 e Connall (g Jan (5 3Y1 Ay 5 el YL Clana s € S AGISSE (6 elld ey

ool il Ji Jae 55 LS 2 silall A 50 3al) SN (e (Bl 6lia gam) ol g ddldas €|
Fiber-Optic Cable
Fiber-optic cable, consisting of many extremely thin strands of glass or plastic bound
together in a sheathing (also known as a jacket), transmits signals with light beams (see
Figure , right). These high-intensity light beams are generated by lasers and are
conducted along the transparent fibers. These fibers have a thin coating, called cladding,
which effectively works like a mirror, preventing the light from leaking out of the fiber.
The much smaller diameter of fiber-optic cable makes it ideal when there is no room for
bulky copper wires—for example, in crowded conduits, which can be pipes or spaces
carrying both electrical and communications wires. Fiber-optic cable and associated
telecommunications devices are more expensive to purchase and install than their

twisted-pair wire counterparts, although the cost is decreasing.
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Broadband over Power Lines

Many utilities, cities, and organizations are experimenting with broadband over power
lines (BPL) to provide Internet access to homes and businesses over standard high-
voltage power lines. This form of BPL is called access BPL. A system called in-premise
BPL can be used to create a local area network using the building’s wiring. A potential
problem with BPL is that transmitting data over unshielded power lines can interfere

with both amateur (ham) radio broadcasts and police and fire radios. However, BPL can
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provide Internet service in rural areas where broadband access has lagged because

electricity is more prevalent in homes than cable or even telephone lines.
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Wireless Communications Options
Wireless communications coupled with the Internet is revolutionizing how and where
we gather and share information, collaborate in teams, listen to music or watch video,
and stay in touch with our families and coworkers while on the road. With wireless
capability, a coffee shop can become our living room and the bleachers at a ball park
can become our office. The many advantages and freedom provided by wireless
communications are causing many organizations to consider moving to an all-wireless

environment.
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Wireless transmission involves the broadcast of communications in one of three
frequency ranges: radio, microwave, or infrared frequencies, as shown in Table. In some
cases, the use of wireless communications is regulated and the signal must be broadcast
within a specific frequency range to avoid interference with other wireless
transmissions. For example, radio and TV stations must gain approval to use a certain
frequency to broadcast their signals. In those cases where wireless communications are
not regulated, there is a high potential for interference between signals.
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Technology | Description Advantages | Disadvantages
Radio Operates in the | Supports Signal highly
frequency 3KHz-300 mobile susceptible to
range MHz range users; interception
costs are
dropping
Microwave— | High-frequency | Avoids cost | Must have
terrestrial and | radio signal and effort unobstructed
satellite (300 MHz-300 |to lay cable | line
frequency GHz) sent or wires; of sight
range through capable of | between
atmosphere and | high-speed | sender and
space (often transmission | receiver; signal
involves highly
communications susceptible to
satellites) interception
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Infrared Signals in the Lets you Must have
frequency 300 GHz—400 | move, unobstructed
range THz frequency | remove, line
range sent and install | of sight
through air as devices between
light waves without sender and
expensive receiver;
wiring transmission
effective
only for short
distances

With the spread of wireless network technology to support devices such as PDAs,
mobile computers, and cell phones, the telecommunications industry needed new
protocols to define how these hardware devices and their associated software would
interoperate on the networks provided by telecommunications carriers. Today more than
70 active groups set standards at a regional, national, and global level resulting in a
dizzying array of communications standards and options. Some of the more widely used

wireless communications options are discussed next
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Short Range Wireless Options

Many wireless solutions provide communications over very short distances including
near field communications, Bluetooth, ultra wideband, infrared transmission, and
Zigbee.
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Near Field Communication (NFC)

Near Field Communication (NFC) is a very short-range wireless connectivity
technology designed for cell phones and credit cards. With NFC, consumers can wave
their credit cards or even cell phones within a few inches of point-of-sale terminals to
pay for purchases. Consumers are using the technology in Germany and Austria, and
pilot projects are being conducted in London, Singapore, the Netherlands, and Finland.
In the United States, MasterCard and Visa are testing devices with embedded NFC and
are looking for partners to explore the widespread use of NFC technology in phones and

credit cards
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Bluetooth is a wireless communications specification that describes how cell phones,
computers, personal digital assistants, printers, and other electronic devices can be
interconnected over distances of 10-30 feet at a rate of about 2 Mbps. Bluetooth enables

users of multifunctional devices to synchronize with information in a desktop computer,
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send or receive faxes, print, and, in general, coordinate all mobile and fixed computer
devices. The Bluetooth technology is named after the tenth century Danish King Harald
Blatand, or Harold Bluetooth in English. He had been instrumental in uniting warring
factions in parts of what is now Norway, Sweden, and Denmark—just as the technology
named after him is designed to allow collaboration between differing devices such as

computers, phones, and other electronic devices.
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All types of businesses find Bluetooth technology helpful. For example, MedicMate is
a mobile software developer with an application designed for medical professionals
who can’t carry patient files from one patient or facility to another. The application is
also intended for institutions who want to provide electronic patient or pharmaceutical
data wirelessly, but have not implemented broadband infrastructure. The application
runs on any mobile handset with a touch screen and the Windows Mobile 2003 operating
system. With it, the user can create or display patient data, problem lists, sticky notes,
and patient alarms. The application works with infrared or Bluetooth technology to send

and receive data wirelessly
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Ultra wideband (UWB) is a wireless communications technology that transmits large
amounts of digital data over short distances of up to 30 feet using a wide spectrum of
frequency bands and very low power. Ultra wideband has the potential to replace
Bluetooth’s 2 Mbps transmission speed with 400 Mbps rates for wirelessly connecting
printers and other devices to desktop computers or enabling completely wireless home
multimedia networks.14 The manufacturers of electronic entertainment devices are
particularly interested in the use of UWB. With UWB, a digital camcorder could play a
just-recorded video on an HDTV without anyone having to fiddle with wires. A portable
MP3 player could stream audio to high-quality surround-sound speakers anywhere in
the room. A mobile computer user could wirelessly connect to a digital projector in a

conference room to deliver a presentation.
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Infrared Transmission
Infrared transmission sends signals at a frequency of 300 GHz and above. Infrared
transmission requires line-of-sight transmission and short distances—such as a few
yards. Infrared transmission allows handheld computers to transmit data and
information to larger computers within the same room and to connect a display screen,
printer, and mouse to a computer.
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Zigbee : is a form of wireless communications frequently used in security systems and
heating and cooling control systems. Zigbee is a relatively low-cost technology and

requires little power, which allows longer life with smaller batteries.
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Medium Range Wireless Options

Wi-Fi is a wireless telecommunications technology brand owned by the Wi-Fi Alliance,
which consists of about 300 technology companies including AT&T, Dell, Microsoft,
Nokia, and Qualcomm. The alliance exists to improve the interoperability of wireless
local area network products based on the IEEE 802.11 series of telecommunications

standards.
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With a Wi-Fi wireless network, the user’s computer, smartphone, or personal digital
assistant has a wireless adapter that translates data into a radio signal and transmits it
using an antenna. A wireless access point, which consists of a transmitter with an
antenna, receives the signal and decodes it. The access point then sends the information
to the Internet over a wired connection (see Figure ). When receiving data, the wireless
access point takes the information from the Internet, translates it into a radio signal, and
sends it to the device’s wireless adapter. These devices typically come with built-in
wireless transmitters and software to enable them to alert the user to the existence of a
Wi-Fi network. The area covered by one or more interconnected wireless access points
is called a “hot spot.” Current Wi-Fi access points have a maximum range of about 300
feet outdoors and 100 feet within a dry-walled building. Wi-Fi has proven so popular
that hot spots are popping up in places such as airports, coffee shops, college campuses,
libraries, and restaurants ‘ ‘ ‘
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True/False Questions:
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Short range wireless options are used to communicate over
long distances.( False)

Bluetooth is a type of short range wireless option. True

Bluetooth can be used to connect devices over distances of
up to 30 feet. True

Bluetooth has a data rate of about 2 Mbps. True
Wi-Fi is a type of short range wireless option. True

Wi-Fi uses radio waves to transmit data. True

Wi-Fi access points are used to connect devices to the
internet. True

Question 1:
Which of the following is NOT a short range wireless option?

NFC
Infrared transmission
Wimax

Zigbee
Question 2:
What is the maximum range of Bluetooth?

10 feet
30 feet
100 feet
1000 feet

Question 3:
What is the data rate of Bluetooth?

1 Mbps

2 Mbps
10 Mbps
100 Mbps
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Question 4:
What is the purpose of a wireless access point?

To connect devices to a wireless network
To connect devices to the satellite
To translate data into a radio signal

To decode a radio signal

Social Media

eliny) Jual 5l Jilus g

Introduction

Social media platforms have become an integral part of our daily lives, connecting people from all
corners of the globe. They offer a plethora of opportunities, from communication and entertainment
to business and activism. However, the rise of social media has also given rise to new challenges and
concerns
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The Rise of Social Media
=iy dual gl Jilug jsels o

o Historical Context: Trace the evolution of social media, starting from early platforms like
Friendster and MySpace to modern giants like Facebook, Instagram, and TikTok.
MySpace s Friendster Jis 3_Sull clbatdl (e 123 ¢ elia¥) Jual sill Jilu g ) ol aii ;A Ul Bladle o
TikTok. sinstagram s Facebook Jis &iaal) 283l il a0 )
o Key Features: Discuss the core features and functionalities of popular social media
platforms, such as news feeds, profiles, messaging, and content creation tools.

[ ]
Jie cdailis ol liaia 3 pedll e ldial¥) Jual gl IS0 TalaY) Cailda o) 5 @ jaadl (E8G At N O alle
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e Cultural Impact: Analyze how social media has influenced culture, trends, and social
norms.
Ao laia¥) Gl ey clalas¥l g 48&l e elaa¥) Jual sill Jilus 58l 488 Jdas : D i) o

Benefits of Social Media

eelaia¥l Joal il Jilus 202 o

e Connection and Communication: Explore how social media has facilitated global
connections and improved communication channels.
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[ ]

o Information Dissemination: Discuss the role of social media in spreading information,
news, and ideas.

[ ]

o Education and Learning: Examine the potential of social media for educational purposes,
including online courses, collaborative projects, and knowledge sharing.
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[ ]

e Business and Marketing: Analyze how businesses can leverage social media for marketing,
customer engagement, and brand building.
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e Social Change and Activism: Discuss the role of social media in social movements,
protests, and advocacy.
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Drawbacks of Social Media
S Laia¥) Jaal i) Jila g g8

Privacy Concerns: Explore the privacy implications of sharing personal information online and the
risks of data breaches.

25 Apadll) cla glaal) AS Ll s padd) o A jial) Y (S 1dua guaadldl; Al G glialle
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Misinformation and Disinformation: Discuss the spread of false or misleading information
on social media and its impact on society.

Sl g Ao Uliaal) o) A cila glaal) L) (E8U :Alliaal) Cila glaall g Aaldd) cila glaalle
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Cyberbullying and Harassment: Analyze the prevalence of cyberbullying and online
harassment, and discuss strategies for prevention and intervention.

(AN e Gl gl A e padil) JLASH e Julad s A e (el g bludlle
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Addiction and Mental Health: Examine the potential negative impacts of excessive social
media use on mental health and well-being.
=iy Jual gill Jilu g Ja jiall aladiieadl dlaiaall dalad) JUY) A )3 14alEad) dauall g latyle o
LAaLd ) g dtiel) daal) =
« Digital Divide: Discuss the digital divide and how social media can exacerbate inequalities
in access to information and opportunities.
a2 ABLES ) (5338 Of (S LaiaY) Juaal 53 il 38 (S S g gyl 5 gl (I8 ; pad 1 B gdlle o
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Ethical Considerations
BNAY) ¢ jlaey)

Content Moderation: Explore the challenges of content moderation on social media platforms and
the ethical implications of censorship.

¥ o laia¥) Jual sl cilala o o ginall o il paY) it GLASIL) 55 giaall o Gl yay) o
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e Algorithmic Bias: Discuss the potential for algorithmic bias in social media platforms and its
impact on users.
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o [Fake News and Deepfakes: Analyze the ethical implications of the creation and
dissemination of fake news and deepfakes. ‘
LGaad) Gl 3l g Al Jall LAY i LEIY ABMAY) BN Jalas :Deepfakes LA LAY e

o Data Privacy and Surveillance: Discuss the ethical concerns related to data privacy and
surveillance on social media.
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True/False Questions

1. True or False: Social media platforms have not had a significant impact on culture and
social norms.

e« Answer: False

2. True or False: Social media can be used for educational purposes, such as online courses
and collaborative projects.

e Answer: True

3. True or False: The spread of misinformation and disinformation is a major concern on
social media platforms.

e Answer: True

4. True or False: Cyberbullying and harassment are not prevalent on social media platforms.
e Answer: False

5. True or False: Excessive social media use has no negative impact on mental health.
e Answer: False

6. True or False: Content moderation on social media platforms is a straightforward process.
e Answer: False

7. True or False: Algorithmic bias can affect what users see on social media platforms.
e Answer: True

8. True or False: The creation and dissemination of fake news and deepfakes are not ethical
concerns.

e Answer: False
9. True or False: Data privacy and surveillance are not issues related to social media.
e Answer: False

10. True or False: Social media can be a powerful tool for social change and activism.
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e Answer: True

Multiple Choice Questions

1. What is the primary function of social media platforms?

e A. To connect people and facilitate communication.
e B. To provide entertainment and news.

e C. To sell products and services.

e D. To promote political agendas.

e Answer: A

2. Which of the following is a potential drawback of social media?

e A Privacy concerns
e B. Misinformation
e C. Cyberbullying

e D. All of the above
e Answer:D

3. How can social media be used for educational purposes?

A. Online courses

B. Collaborative projects
C. Knowledge sharing
D. All of the above
Answer: D

4. What is the term for the spread of false or misleading information on social media?

A. Fake news
B. Propaganda
C. Clickbait
D. Spam
Answer: A

5. Which of the following is a potential negative impact of excessive social media use?

A. Addiction

B. Depression

C. Anxiety

D. All of the above
Answer: D

6. What is the term for the practice of using algorithms to filter content on social media
platforms?

A. Content moderation
B. Curating

C. Censoring

D. Algorithmic bias
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e Answer: A
7. Which of the following is a major ethical concern related to social media?

A. Data privacy

B. Surveillance

C. Algorithmic bias
D. All of the above
Answer: D

8. How can social media be used for social change and activism?

A. Organizing protests
B. Raising awareness

C. Mobilizing supporters
D. All of the above
Answer: D

9. What is the term for the practice of using deep learning to create realistic but fake
media content?

A. Deepfakes

B. Hoax

C. Deception

D. Misinformation
Answer: A

10. Which of the following is a major challenge in content moderation on social media
platforms?

A. The volume of content

B. The diversity of languages

C. The subjective nature of content
D. All of the above

Answer: D

107




Chapter 6
Some program
applications



Chapter 6: Some program applications
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Microsoft Office

Microsoft Office is a suite of productivity software programs developed by Microsoft.
It includes some of the most widely used software applications in the world, such as
Word, Excel, PowerPoint, and Outlook. Microsoft Office is used by students,
businesses, and organizations of all sizes to create and edit documents, spreadsheets,
presentations, and emails.
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This topic will provide an overview of the Microsoft Office suite, with a focus on the
core applications that are most commonly used by first-year university students: Word,
Excel, and PowerPoint.
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Word

Microsoft Word is a word processing program that allows users to create and edit text
documents. It includes a wide range of features for formatting text, inserting images and
tables, and creating complex layouts. Word is also used to create and edit PDFs.
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Here are some of the most important Word features

Creating and editing documents: Word provides a variety of tools for creating and
editing text documents, such as different fonts, font sizes, and text colors. You can
also insert images, tables, and other objects into your documents.

Formatting text: Word allows you to format your text in a variety of ways, such as
changing the alignment, indentation, and spacing. You can also use bold, italics, and
underline to emphasize important text.

Creating complex layouts: Word provides a variety of tools for creating complex
layouts, such as columns, sections, and page breaks. You can also use Word to create
tables of contents, indexes, and other special features.

Word < e aal Gany L Lad
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Excel

Microsoft Excel is a spreadsheet program that allows users to organize and analyze data.
It includes a wide range of features for entering and formatting data, creating formulas,
and generating charts and graphs. Excel is used by students, businesses, and
organizations of all sizes to track data, create budgets, and make financial projections.
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Here are some of the most important Excel features

Entering and formatting data: Excel allows you to enter and format data in a variety of
ways. You can use different fonts, font sizes, and number formats. You can also insert
images, tables, and other objects into your spreadsheets.

Creating formulas: Excel allows you to create formulas to perform calculations on
your data. Formulas can be used to add, subtract, multiply, divide, and perform other
mathematical operations. You can also use formulas to create complex financial and
statistical calculations.

Generating charts and graphs: Excel allows you to generate a variety of charts and
graphs to visualize your data. Charts and graphs can be used to identify trends,
patterns, and relationships in your data.
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PowerPoint

Microsoft PowerPoint is a presentation program that allows users to create and deliver
presentations. It includes a variety of tools for creating slides, inserting images and
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videos, and adding animations and transitions. PowerPoint is used by students,
businesses, and organizations of all sizes to give presentations on a variety of topics.
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Here are some of the most important PowerPoint features

Creating slides: PowerPoint allows you to create slides with a variety of layouts, such
as text slides, image slides, and video slides. You can also add text boxes, tables, and
other objects to your slides.

Inserting images and videos: PowerPoint allows you to insert images and videos into
your slides. You can also crop, resize, and rotate images and videos.

Adding animations and transitions: PowerPoint allows you to add animations and
transitions to your slides. Animations can be used to make your slides more visually
appealing and engaging. Transitions can be used to smoothly move between slides.
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Conclusion

Microsoft Office is a suite of productivity software programs that is essential for
students in all disciplines. Word, Excel, and PowerPoint are the most commonly used
applications in the Microsoft Office suite. By learning the basics of these applications,
students will be well-equipped for success in their university studies and beyond.
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Here are some additional tips

Take advantage of online resources: There are many online resources available to help
you learn how to use Microsoft Office. You can find tutorials, articles, and videos on a
variety of topics.
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Ask for help from your classmates and professors: If you are struggling to use a
Microsoft Office application, don't be afraid to ask for help from your classmates or
professors. They are usually happy to provide assistance.

Use Microsoft Office regularly: The best way to learn how to use Microsoft Office is
to use it regularly. Try to use Microsoft Office for your assignments and projects, even
If you don't have a lot of experience with it.
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Here are some additional topics that may be of interest

Microsoft OneNote: OneNote is a digital note-taking app that allows users to create
and organize notes, images, and other files. It is a great tool for students to take notes
in class, create study guides, and keep track of assignments.

Microsoft Outlook: Outlook is an email client and personal organizer that allows users
to send and receive emails, manage their calendars, and create and manage tasks. It is
a great tool for students to stay organized and on top of their studies.

Microsoft Teams: Teams is a collaboration and communication platform that allows
users to chat, videoconference, and share files with each other. It is a great tool for
students to collaborate on projects, work with classmates on assignments, and
communicate with professors.

Microsoft OneDrive: OneDrive is a cloud storage service that allows users to store and
share files online. It is a great tool for students to back up their files, access their files
from anywhere, and share files with others.
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In addition to these specific applications, there are a number of other Microsoft Office
features that can be useful for students, such as:
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Collaboration features: Microsoft Office applications include a variety of collaboration
features that allow users to work on documents, spreadsheets, and presentations
together in real time. These features can be especially useful for students who are
working on group projects.

Accessibility features: Microsoft Office applications include a variety of accessibility
features that make them accessible to users with disabilities. These features can be
especially useful for students who have difficulty seeing, hearing, or using a keyboard
and mouse.

Educational resources: Microsoft offers a variety of educational resources to help
students learn how to use Microsoft Office applications. These resources include
online tutorials, training courses, and certification programs.
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Questions for review
Which of the following statements is True/False?

Microsoft Word is a spreadsheet program. (False)
Microsoft Excel is a word processing program. (False)
Microsoft PowerPoint is a presentation program. (True)
Microsoft OneNote is a digital note-taking app. (True)

a & 0N e

Microsoft Outlook is an email client and personal organizer.
(True)

6. Microsoft Teams is a collaboration and communication
platform. (True)

7. Microsoft OneDrive is a cloud storage service. (True)
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8. Microsoft Office applications include a variety of
collaboration features. (True)

9. Microsoft Office applications include a variety of
accessibility features. (True)

10.Microsoft offers a variety of educational resources to help
students learn how to use Microsoft Office applications.
(True)

Multiple Choice
Which of the following is a Microsoft Office application?

A. Google Docs

B. Microsoft Excel
C. Apple Keynote
D. LibreOffice Calc

What is the main purpose of Microsoft Word?

A. To create and edit spreadsheets

B. To create and deliver presentations

C. To take notes and organize information
D. To send and receive emails

Which of the following is a feature of Microsoft Excel?

A. Pivot tables
B. Slides

C. Tags

D. Notes

What is the purpose of a transition in Microsoft PowerPoint?

A. To move from one slide to the next
B. To add emphasis to text or an object
C. To create a table of contents

D. To insert a chart or graph
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What is the purpose of the "Collaborate™ tab in Microsoft
OneDrive?

A. To create and edit files online
B. To share files with others

C. To view the history of a file

D. To download files to your computer

Video Editing Software
528l 2l g o L) el
Introduction

Video editing has become an integral part of our digital lives. From creating personal vlogs to
producing professional films, video editing software offers a powerful toolset to transform raw
footage into compelling visual narratives.
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Understanding the Basics
Before diving into specific software, let's familiarize ourselves with some essential concepts:
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o Footage: The raw video recordings that you will be working with.
o Timeline: A linear sequence where you arrange and edit your footage.
o Clips: Segments of footage that you can cut, copy, paste, and manipulate.
e Transitions: Effects used to smoothly transition between clips.
o Effects: Visual enhancements like filters, overlays, and motion graphics.
o Audio: Soundtracks, voiceovers, and sound effects that accompany your video.
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Popular Video Editing Software
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There are numerous video editing software options available, each with its own strengths and
weaknesses. Here are some of the most popular choices:

P }:\A:\ﬂ\ ‘)J‘)A:\GA\‘).I

Yl LAl ey b L Lo el Conaall 5 5 58l Jalis Lgia JSU 5 ¢ Aabiall ol yad geal o ol L (e el llia
e sl

1. Adobe Premiere Pro:
o Industry-standard software used by professionals.
o Offers a wide range of features and tools.
o Steep learning curve for beginners.
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5091 5 el (e Al 5 e gama 20
Ciall o )0 caalal inieQ
2. DaVinci Resolve:
o Free version with powerful features.
o Strong color correction and grading capabilities.
o Can be overwhelming for beginners due to its complexity.
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3. Final Cut Pro (macOS):
o Intuitive interface and user-friendly features.
o Popular among filmmakers and YouTubers.
o Exclusive to Apple devices.
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4. iMovie (macQOSs, iOS):
o Simple and easy-to-use software.
o Great for beginners and casual users.
o Limited advanced features compared to professional software.
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5. Shotcut (Windows, macOS, Linux):
o Free and open-source software.
o Offers a wide range of features and codecs.
o Can be less intuitive for beginners.
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Getting Started with a Basic Edit

Import Footage: Import your footage into the software's timeline.

Trim Clips: Cut out unwanted portions of your clips using the trim tool.

Arrange Clips: Drag and drop clips in the desired order on the timeline.

Add Transitions: Apply transitions between clips to create smooth flow.

Add Effects: Experiment with different effects to enhance your visuals.

Add Audio: Import audio tracks and adjust their volume and positioning.

Export Your Video: Render and export your final video in the desired format and quality.

NogakownpE
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Tips for Effective Editing
e Plan Ahead: Outline your video's structure and story before editing.
o Keep It Simple: Avoid overcomplicating your edits with too many effects.
e Practice Regularly: The more you edit, the better you'll become.
o Learn Shortcuts: Utilize keyboard shortcuts to speed up your workflow.
o Experiment: Don't be afraid to try new things and experiment with different techniques.
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True/False Questions

1. True or False: Video editing software is only used for professional filmmaking.

o False. Video editing is used for various purposes, including personal vlogs, social
media content, and educational videos.

2. True or False: The timeline is where you arrange and edit your footage.

e True. The timeline is a linear sequence where you organize and manipulate your
clips.

3. True or False: DaVinci Resolve is exclusively available for Apple devices.
o False. DaVinci Resolve is available for Windows, macQOS, and Linux.
4. True or False: It's recommended to avoid using transitions in your videos.

o False. Transitions can help create a smooth flow between clips and enhance the
overall visual appeal.

5. True or False: Planning ahead is not necessary for effective video editing.
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« False. Planning helps you organize your thoughts and create a cohesive story.
6. True or False: Learning keyboard shortcuts can slow down your editing workflow.
« False. Keyboard shortcuts can significantly speed up your editing process.
7. True or False: The quality of your final video depends solely on the software you use.

« False. While good software can help, factors like your editing skills, footage
quality, and audio also contribute to the final result.

8. True or False: It's always best to use the highest possible resolution and frame rate
when exporting your video.

o False. Consider your intended platform and audience when choosing the
appropriate settings. Higher resolutions and frame rates can increase file size and
may not be necessary for all purposes.

9. True or False: Adding too many effects to your video can make it look cluttered and
unprofessional.

e True. Use effects sparingly and thoughtfully to enhance your visuals without
overwhelming the viewer.

10. True or False: There is no free video editing software available.

o False. There are several excellent free options like Shotcut, OpenShot, and
Kdenlive.

Multiple Choice Questions
1. Which of the following is NOT a basic component of video editing software?

A. Timeline
B. Effects
C. Camera
D. Clips

Answer: C. Camera

2. Which software is known for its powerful color correction and grading
capabilities?

A. Adobe Premiere Pro
B. DaVinci Resolve

C. Final Cut Pro

D. iMovie

Answer: B. DaVinci Resolve
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3. When editing a video, it's important to:

A. Use as many effects as possible.
B. Avoid planning ahead.

C. Keep the audio volume low.

D. Trim unnecessary footage.

Answer: D. Trim unnecessary footage
4. Which of the following is a free and open-source video editing software?

A. Adobe Premiere Pro
B. Final Cut Pro

C. Shotcut

D. iMovie

Answer: C. Shotcut
5. When exporting your video, you should consider:

A. Only the resolution.

B. Only the frame rate.

C. Both resolution and frame rate.
D. Neither resolution nor frame rate.

Answer: C. Both resolution and frame rate

Multiple Choice Questions (Continued)

6. Which of the following is a common mistake made by beginner video editors?

A. Overusing effects
B. Planning ahead
C. Using transitions
D. Trimming clips

Answer: A. Overusing effects
7. What is the best way to improve your video editing skills?

A. Avoid practicing.

B. Rely solely on tutorials.

C. Experiment and learn from mistakes.
D. Copy other people's work.

Answer: C. Experiment and learn from mistakes.
8. When choosing video editing software, you should consider:
e A. Your budget.

e B. Your computer's specifications.
e C. Your desired features.
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o D. All of the above.
Answer: D. All of the above.
9. Which of the following is NOT a benefit of using video editing software?
A. Creating engaging content.
B. Telling stories visually.

C. Limiting creativity.
D. Enhancing communication.

Answer: C. Limiting creativity.
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Chapter 7

Cyber Security



Cyber Security
(o ead) Y
Introduction

In today's digital age, where technology permeates every aspect of our lives, the importance of cyber
security cannot be overstated. Cyber security refers to the protection of computer systems, networks, and
data from unauthorized access, use, disclosure, disruption, modification, or destruction. As our reliance on
technology grows, so does the potential for cyber threats.
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Key Concepts

e Asset: Anything of value that needs to be protected, such as hardware, software, data, or
intellectual property.
o Threat: A potential danger to an asset.
e Vulnerability: A weakness that can be exploited by a threat to compromise an asset.
e Risk: The likelihood that a threat will exploit a vulnerability and cause harm to an asset.
e Cybercrime: lllegal activities committed using computer technology.
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Common Cyber Threats
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e Malware: Malicious software designed to harm computer systems, including viruses, worms, trojans,
ransomware, and spyware.
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e Phishing: Attempts to deceive individuals into revealing sensitive information by impersonating
legitimate entities.
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e Social Engineering: Manipulating people into performing actions or divulging confidential
information.
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e Denial of Service (DoS) Attacks: Overwhelming a system or network with traffic, making it
inaccessible to legitimate users.
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e SQL Injection: A type of attack that exploits vulnerabilities in web applications to execute
unauthorized SQL commands.
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e Data Breaches: Unauthorized access to sensitive data.
Anboall QUL ) 4 7 paell je Jgadll iclilbnll Gl g j2e o
e Supply Chain Attacks: Targeting third-party vendors to gain access to a larger organization's
systems.
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Best Practices for Cyber Security
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e Strong Passwords: Use complex, unique passwords and enable multi-factor authentication.
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e Regular Updates: Keep software and operating systems up-to-date with the latest security patches.
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e Backup Data: Regularly back up important data to prevent loss in case of a cyber attack.
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e Security Awareness Training: Educate employees about cyber threats and best practices to prevent
social engineering attacks.
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e Network Security: Implement firewalls, intrusion detection systems, and other network security
measures.
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¢ Incident Response Plan: Develop a plan to respond to and recover from cyber security incidents.
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True/False Questions

1. Cyber security refers to the protection of computer systems, networks, and data from
unauthorized access.

2. A vulnerability is a weakness that can be exploited by a threat to compromise an asset.
3. Ransomware is a type of malware that encrypts files and demands a ransom for decryption.

4. Phishing attacks typically involve sending emails or messages that appear to be from legitimate
sources, tricking recipients into clicking on malicious links or downloading attachments.

5. A Denial of Service (DoS) attack aims to make a system or network unavailable to legitimate
users by overwhelming it with traffic.

6. It is not necessary to regularly update software and operating systems with the latest security
patches.

7. Afirewall is a hardware or software device that acts as a gatekeeper between a computer
network and the internet.

8. Social engineering attacks rely on manipulating people into performing actions or divulging
confidential information.

9. Data privacy regulations like GDPR and CCPA are not relevant to individuals or organizations.

10.The Equifax data breach was a major incident that exposed the personal information of
millions of individuals.
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Answer:
1. True 2.True 3.True 4.True 5.True

6. False. 7.True 8.True 9. False 10. True

Multiple Choice Questions

1. What is the primary goal of cyber security?

e A To prevent unauthorized access to computer systems.
e B. To protect personal information.

e C. To ensure network stability.

e D. To enhance system performance.

2. Which of the following is a common type of cyber threat?

e A. Malware

e B. Phishing

o C. Social engineering
e D. All of the above

3. What is the best way to prevent malware infections?

e A. Using a strong password.

o B. Keeping software up-to-date.
o C. Avoiding suspicious emails.
e D. All of the above
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4. Which of the following is a social engineering tactic?

e A. Sending a phishing email.

« B. Installing a virus on a computer.

o C. Hacking into a network.

e D. Pretending to be a trusted individual.

5. What is the purpose of a firewall?
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A. To prevent unauthorized access to a network.
e B. To speed up internet connections.

e C. To protect against hardware failures.

e D. To monitor user activity.

6. Which of the following is a data privacy regulation?

« A GDPR
« B.CCPA
o« C.HIPAA

o D. All of the above
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7. What is the best way to protect against phishing attacks?

e A. Avoid clicking on suspicious links.
e B. Use strong passwords.

o C. Keep software up-to-date.

e D. All of the above

8. Which of the following is a common vulnerability exploited in cyber attacks?
e A. Weak passwords
o B. Outdated software
o C. Misconfigured networks
e D. All of the above

9. What is the importance of incident response planning?

A. To prevent cyber attacks.

B. To recover from cyber attacks.

C. To detect cyber threats.

D. To educate employees about cyber security.

10. Which of the following is a major cyber security incident that has occurred in
recent years?

e A. The Equifax data breach
e B. The WannaCry ransomware attack
o C. The Target data breach
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e D. All of the above
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Protect laptops, tablets and mobile devices from hacking
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In today's digital age, laptops, tablets, and mobile devices have become indispensable tools for work, study,
and communication. However, with their increasing connectivity and reliance on the internet, these devices
are also vulnerable to cyber threats like hacking.

Understanding Hacking

e What is hacking? Hacking refers to unauthorized access to computer systems or networks with
malicious intent. Hackers may exploit vulnerabilities in software, hardware, or human behavior to
gain control of devices and steal sensitive information.

e Types of hacking:

o Black hat hacking: This involves malicious activities with the intent to harm or steal.

o White hat hacking: Also known as ethical hacking, this is performed with permission to
identify vulnerabilities and improve security.

o Gray hat hacking: This falls between black and white hat hacking, often involving
unauthorized access but without malicious intent.

Common Hacking Techniques

e Phishing: This involves sending deceptive emails or messages that trick users into clicking on
malicious links or downloading attachments.

e Malware: Malicious software, such as viruses, worms, and ransomware, can infect devices and
compromise their security.

e Social engineering: This technique manipulates people into revealing sensitive information or
performing actions that benefit the attacker.

e Brute force attacks: This involves trying different combinations of passwords to gain unauthorized
access.

e SQLinjection: This attack exploits vulnerabilities in web applications to execute malicious SQL
commands.
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Protecting Your Devices

e Strong passwords: Use complex passwords that combine uppercase and lowercase letters, numbers,
and symbols. Avoid using easily guessable information like birthdays or pet names.

e  Multi-factor authentication (MFA): Enable MFA to add an extra layer of security by requiring a
second form of verification, such as a code sent to your phone.

e Regular updates: Keep your operating system, applications, and antivirus software up-to-date with
the latest security patches.

e Firewall: Use a firewall to monitor and control network traffic, blocking unauthorized access.

e Antivirus software: Install and regularly update antivirus software to detect and remove malware.

e Be cautious of public Wi-Fi: Avoid using public Wi-Fi networks for sensitive activities, as they may be
less secure.

e Beware of phishing attempts: Be wary of suspicious emails or messages that ask for personal
information or require you to click on links.

e Educate yourself: Stay informed about the latest cyber threats and security best practices.

Data Backup and Recovery

e Regular backups: Create regular backups of your important data to a separate storage device or
cloud service.

e Backup strategy: Develop a backup strategy that ensures your data is protected in case of hardware
failure or cyberattacks.

e Recovery plan: Have a plan in place for how to restore your data in case of a loss or compromise.

1. True or False: Hacking is always illegal and malicious.
o False: While black hat hacking is illegal and malicious, white hat hacking is
performed with permission to identify vulnerabilities.
2. True or False: Phishing attacks rely on social engineering techniques.
o True: Phishing attacks often use deceptive messages to trick users into clicking on
malicious links or downloading attachments.
3. True or False: Strong passwords should be easy to remember.
o False: Strong passwords should be complex and difficult to guess.
4. True or False: Multi-factor authentication (MFA) adds an extra layer of security to your
devices.
o True: MFA requires a second form of verification, such as a code sent to your
phone, making it harder for unauthorized users to access your accounts.
5. True or False: Using public Wi-Fi networks is always safe.
o False: Public Wi-Fi networks may be less secure and can be exploited by hackers.
6. True or False: Antivirus software is not necessary if you have a firewall.
o False: Antivirus software and firewalls work together to protect your devices from
different types of threats.
7. True or False: Regular backups are essential for data protection.
o True: Backups can help you recover your data in case of hardware failure or
cyberattacks.
8. True or False: Staying informed about the latest cyber threats is not important for device
security.
o False: Staying informed allows you to recognize potential threats and take
appropriate measures to protect yourself.

1. Hackers always have malicious intent.
o False: While black hat hackers have malicious intent, white hat hackers use their
skills for ethical purposes.
2. Social engineering attacks target vulnerabilities in software.
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o False: Social engineering attacks exploit human behavior and trust to manipulate
individuals.
3. Using a strong password is the only way to protect your devices from hacking.
o False: While strong passwords are crucial, other security measures like MFA,
regular updates, and antivirus software are also essential.
4. Data backups should only be stored on external hard drives.
o False: Cloud storage can also be a secure option for data backups.
5. Itis always safe to click on links in emails, even if they are from unknown senders.
o False: Be cautious of suspicious emails and avoid clicking on links from unknown
sources.
6. Keeping your software up-to-date is important because updates often include security
patches.
o True: Software updates can address vulnerabilities that hackers may exploit.
7. Using a VPN can help protect your privacy online.
o True: A VPN encrypts your internet traffic, making it more difficult for hackers to
intercept your data.
8. Educating yourself about cybersecurity is not necessary if you have good antivirus
software.
o False: Understanding cybersecurity best practices helps you recognize and avoid
potential threats.

1. What is the unauthorized access to computer systems or networks with malicious intent
called?

e A. Ethical hacking

e B. White hat hacking
e C.Hacking

e D. Gray hat hacking

Correct Answer: C. Hacking

2. Which of the following is a common hacking technique that involves sending deceptive emails
or messages?

e A. Brute force attacks
e B.SQL injection

e C. Phishing

e D. Malware

Correct Answer: C. Phishing

3. What is the best practice for creating a strong password?
e A. Using easily guessable information like birthdays or pet names
e B. Using a combination of uppercase and lowercase letters, numbers, and symbols
e C. Using a single word or phrase

e D. Using the same password for all your online accounts

Correct Answer: B. Using a combination of uppercase and lowercase letters, numbers, and
symbols
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4. Which of the following is a security measure that adds an extra layer of protection by
requiring a second form of verification?

e A. Antivirus software

e B. Firewall

e C. Multi-factor authentication (MFA)
e D. Data backup

Correct Answer: C. Multi-factor authentication (MFA)
5. What type of software can help protect your devices from malware?

A. Web browser

B. Antivirus software
C. Word processor
D. Operating system

Correct Answer: B. Antivirus software
6. Which of the following is a best practice for using public Wi-Fi networks?
e A. Avoid using public Wi-Fi for sensitive activities
e B. Connect to any public Wi-Fi network without hesitation
e C. Disable your firewall when using public Wi-Fi
e D. Share your personal information freely on public Wi-Fi networks
Correct Answer: A. Avoid using public Wi-Fi for sensitive activities
7. Why is it important to regularly update your software?
e A.Updates make your software look better
e B. Updates add new features
e C. Updates can fix vulnerabilities that hackers may exploit
e D. Updates make your software run faster
Correct Answer: C. Updates can fix vulnerabilities that hackers may exploit
8. What is the purpose of data backups?
e A.To make your computer run faster
e B.To protect your data from loss or damage
e C.Toimprove your internet connection

e D.To prevent hacking

Correct Answer: B. To protect your data from loss or damage

1. Which of the following is a type of malicious software that can infect your devices?

e A, Phishing
e B. Malware
e C.Firewall
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e D.VPN
Correct Answer: B. Malware

2. What is the process of trying different combinations of passwords to gain unauthorized
access called?

e A Phishing

B. Brute force attacks
C. Social engineering
D. SQL injection

Correct Answer: B. Brute force attacks

3. Which of the following is a technique that manipulates people into revealing sensitive
information or performing actions that benefit the attacker?

A. Phishing

B. Brute force attacks
C. Social engineering
D. SQL injection

Correct Answer: C. Social engineering

4. What is the best way to protect yourself from phishing attacks?

A. Click on all links in emails, even if they are from unknown senders

B. Be cautious of suspicious emails and avoid clicking on links from unknown sources
e C. Share your personal information freely with anyone who asks

D. Disable your firewall

Correct Answer: B. Be cautious of suspicious emails and avoid clicking on links from unknown
sources

5. Which of the following is a security measure that can help protect your privacy online?
e A, Phishing
e B. Brute force attacks
e C. Social engineering

e D.VPN

Correct Answer: D. VPN

6. What is the best way to stay informed about the latest cyber threats?
e A. Avoid reading news articles about cybersecurity
e B. Rely solely on your antivirus software
e C. Follow reputable cybersecurity news sources and experts

e D. Share your personal information with everyone you meet online

Correct Answer: C. Follow reputable cybersecurity news sources and experts
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7. Which of the following is a benefit of regular data backups?

e A.ltcan help you recover your data in case of hardware failure or cyberattacks
e B. It can slow down your computer

e C. It can make your data more vulnerable to hacking

e D. It can prevent you from using your devices

Correct Answer: A. It can help you recover your data in case of hardware failure or cyberattacks
8. Which of the following is a good practice for protecting your devices from hacking?

A. Use weak passwords that are easy to remember

B. Avoid updating your software

e C. Connect to public Wi-Fi networks without hesitation
D. Be cautious of suspicious emails and messages

Correct Answer: D. Be cautious of suspicious emails and messages

Information Security
ila glaall ¢pal

There is no doubt that the Internet is the largest and most wonderful human invention, and no one will
ever be able to limit the benefits and advantages of this large ocean called (the Internet). One of the
interesting things is the terrible spread of so-called (spyware) programs that are easy to use and easy
to obtain for free on many sites. In this research, we will discuss the history of espionage via the
Internet and the spies called (hackers), the ways they penetrate networks, and the methods of protection
and prevention against them. Events that happened to companies caused by these so-called (hackers)
will also be mentioned.
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Hackers

This word scares many people, especially Internet users who carry their privacy on their devices and navigate

this sea with them, and most of the time they come back and someone has snooped on these privacy and may

have used it for illegal matters. The world of hackers is a huge, mysterious world, and its beginning It was
before the Internet and even before the computer itself, and some may have wondered: Who is a hacker?
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Definition of hackers: Hackers (this word is oppressed in Arabic) refers to those who are enthusiastic about
the world of computers, programming languages, and new operating systems. This word is used to describe
programmers who work without prior training.
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This term has spread tremendously recently and has come to refer mainly to individuals who illegally resort to
penetrating computer systems with the aim of stealing, sabotaging, or corrupting the data contained therein.

If the hacker destroys or deletes any of the existing data, he is called a “cracker,” because the hacker usually
steals small programs and files and does not sabotage or destroy other people’s devices.
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Their techniques and methods

The world of hackers is a constantly evolving world. Hackers invent new, complex programs and
methods through which they can penetrate networks and devices, no matter how protected they are.
Spyware varies in features and methods of use, but the traditional methods used by novice hackers all
rely on one idea, which is the so-called “patch file,” which the spy sends to the victim’s device via e-
mail or chat programs, and the latter opens it in good faith. Without knowing it, he had at the same
time opened the door wide for the spy to do what he wanted on his device, and sometimes the spy
could do what the victim could not do on his device itself.
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Hacking is done by identifying the vulnerabilities in that system, and these vulnerabilities are often in
the device’s ports. These ports can be described as computer gateways to the Internet. The hacker uses
programs based on the client/server system, as they contain two files, one of which is the server, which
is sent to the victim’s device, which opens it and becomes vulnerable to hacking, as one of the ports
has been opened by this server.
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There are many different ways that enable hackers to penetrate devices directly without the need to
send files, to the point that the Laha Karaz Association in America devised a method of penetration
that is done by data packets that flow with telephone communications over the Internet, where that
data is intercepted and the victim’s device is controlled. Hackers also use the Unix operating system
because it is a much stronger and more difficult system than Windows. They also use server devices
that operate on the Internet and use T1 fast lines to connect to the network by obtaining a Shell
Account.
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Treatment and prevention

We have all heard the wisdom that says (an ounce of prevention is worth a pound of cure), and there
are many prevention methods that protect the device from being infected with viruses or sticky files
sent by these hackers, including having the computer loaded with an (anti-virus) program, preferably
purchasing it rather than downloading it from the Internet. It must be updated via the Internet whenever
available. One of the anti-virus programs is Norton AntiVirus, which provides updates every two
weeks.
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Since the vast majority of sticky files contain the Trojan virus - whose name is taken from the Trojan
horse of the famous story, which was brought into the Trojan palace as a gift from the Greeks and from
which soldiers left at night - which the anti-virus program will detect along with the rest of the viruses
if | found it, and it will clean the computer of those viruses, but it will not be able to clean the sticky
files because they are running in the computer’s memory, if they exist, of course.
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Viruses

The computer virus represents one of the mysterious things that cause bewilderment and confusion to many
people. People’s reactions to this topic vary according to their level of culture and experience in the field of
computers. The difference in reactions is due to the contradiction between the idea of the existence of the
virus, which medical specialists consider to be a living and reproducing entity, and The computer is a physical
entity. There are those who completely rule out the idea and believe that it is a form of science fiction that
always tries to make physical objects move and feel those around them. There are those who do not
understand the subject properly, even among specialists in the field of computers. There are those who do
not give the subject the attention and care it deserves, and this is considered to be the case. A marginal topic
that does not rise to the level of other computer topics, as electronic viruses are considered the dark armies
of the world of computers and the Internet that roam throughout the Internet or hide in CDs or magnetic disks
and wait to find an unprotected device so that they can jump inside and destroy all the programs on it.
Sometimes, from solid components, computer and Internet users have suffered from the scourge of these
merciless rogue viruses over the past years because they did not have sufficient armor at the time to repel the
advancing armies of darkness.
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Therefore, it was necessary to shed light on this topic and study it objectively, allowing the user to properly
identify this entity away from illusions and fantasies. This study also includes clarifying the seriousness of the
virus and its devastating impact on computer technology and the information revolution, as well as the rest of

the effects of damage that may sometimes reach the effect On the performance level of some of the
computer's hardware components, such as the hard disk or printer
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Definition of viruses: Computer viruses are programs that are written for the purpose

of harming another computer, or controlling it, and they are written in a specific way.

They are called viruses because they resemble these parasitic organisms in two main
characteristics:

e Computer viruses always need a host file in which to live hidden:

Viruses always hide behind another file, but they take control of the infected
program. So that when the infected program is run, the virus is run first.

e Computer viruses can copy themselves:

These malicious programs are written so that they immediately copy themselves as
soon as the infected program is run. It copies itself to other disks. If the computer is
infected and you put a flash disk in it, the virus is automatically copied to the flash disk.
Due to this feature of viruses, you find that the flash disk gives you a sign that it is
completely full even though you have only stored small files.
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It is a small program that is often invisible and links itself to another program so that it
can reproduce, repeat and spread through this program.

When this program infected with the virus is executed, the virus moves to the memory
and settles there and infects every program that is loaded into the memory after that
before reloading it.

The virus may activate on a specific day, as happened with the Cher Noble virus on

April 25, or when copying a specific program, or when executing a program a number
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of times, or after several times of reloading the computer. There are viruses that infect
files and others that infect the boot sector of the device. And it is located on the floppy
disk or hard disk, meaning that the virus, very simply, is a program like any other
application program, but it is designed by a saboteur with the specific goal of causing
the greatest possible damage to the computer system, and to do this, it is given the
ability to link itself to other programs, as well as to recreate itself. So that it appears as
if it reproduces and reproduces itself, and this allows it to spread between different
computer programs as well as between different locations in memory until it achieves
its destructive goals.
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Trojan

Definition: Trojan is a spyware program and has other names such as Server, Patch, or Spy, but the creators of
this type of files prefer resonant names, and the name Trojan is a reference to the Trojan horse. But with
different names,
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it is a spyware program that makes your computer a server for the spy's computer, meaning that the spy (who
is the person who sent you this Trojan) can control your device as if it were you, but taking into account that
this is only if you are connected to the Internet or network and Not only that, but when he knows that you are
on the Internet, otherwise he is powerless. Not only that, but when he knows that you are on the Internet,
otherwise he is powerless.
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The difference between a worm, a trojan, and a virus
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e Worm: The worm infects computers connected to the network automatically and
without human intervention, and this makes it spread more widely and faster than

viruses. The difference between them is that worms do not delete or change files, but
rather waste the device's resources and use memory horribly, which leads to a very
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noticeable slowdown of the device. It isimportant to update the versions of the system
used in the device in order to avoid worms.

When talking about worms, it is important to refer to those that are spread by email.
A file containing a worm is attached to the message, and when the recipient runs the
attached file, the worm spreads itself to all the emails in the victim's address book.
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e Trojan: It is a program that tempts the user with its importance, shape, or name
if it is attractive. In reality, it is a program that opens a back door, so to speak, as
soon as it is run. Through this back door, the hacker penetrates the device and can
control the device to a great extent. Sometimes it can do things that the owner of
the device himself cannot do, and this is not due to the Trojan file, but rather the
Trojan file is what opened the door for the hacker, so to speak, by running it.

e O A b i a6 gali gt @81l (5 Lias S () ey 5l S ol atiaaly aadiuall (g ja malig (e soke sa g Glagsll e
G Ciany G i S S Sl oSl el 5 Slead) 318l G 5iall p s Al ol 138 OSU& cpa 3 | AL 2 ey el
GBoiall = o3 s Gl s il Cile 81 Gl il Calad a5 W 138 5 g Al ol W 4l Sleall cialia ) ey Ll ol
ob) aliadiy il s o) G

e Virus: As we mentioned, a virus is a program designed to spread itself among files
and integrate or attach to programs. When the infected program is run, it may
infect the rest of the files present with it on the flash disk, so the virus needs
intervention on the part of the user in order to spread. Of course, the intervention
consists of running it after it was brought by email, downloaded from the Internet,
or through the exchange of flash disks.
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The spread of the virus is not limited to the system in which it is located, but it is
also transmitted to other systems that may be at the furthest possible distance
from this system. This rapid spread between systems is due to two basic factors:

1-Compatibility:

It means the ability of a single program to run on different types of computers and
different types of operating systems. This factor, despite its positive and important
impact on the development of computer systems, its impact on the spread of the
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virus was great, and software piracy helped increase this impact to a very large
extent.
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2- Communications

These are the means that led to connecting a number of network devices and
communicating through them. These devices may be in the same location, or they
may be different locations, or they may be on different continents. Communication
between devices and exchanging data between them becomes an easy process that
does not take any time. It is considered Proper diagnosis of the disease is the most
important stage of treatment, as all the following stages depend on it. Therefore, it
is important, before starting to study methods of preventing the virus and methods
of resisting it, that we get to know its characteristics and symptoms of infection.
Therefore, we will learn about the characteristics of viruses.
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Why it is called by that name?

The word virus is used to refer to viruses that transmit diseases by being transmitted
from one sick person to another person. Once they are transmitted to a person, they
multiply inside them until they cause the destruction of organic systems and the
computer virus. Therefore, a virus is a program that contains the following
characteristics combined:

- An organic virus changes the organic properties of the body's cells, and a computer
virus changes the functions of other programs.

2- The organic virus reproduces and causes the creation of new viruses, while the
computer virus reproduces itself and appears as if it is self-replicating.

3- A cell that is infected with an organic virus is not infected with the same virus again.
Likewise, a computer virus, if it infects a specific program, does not infect it again.

4- The body to which the natural virus transmits infection may remain for a long period

without symptoms of the disease appearing on it, and likewise programs infected with
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computer viruses may remain for a long period without destructive symptoms
appearing on them.

5- In some cases, the organic virus and the computer virus change their forms; So
they are difficult to detect and overcome.
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What do viruses target?

1. Executive programs such as:

. Com, .exe, .ovl, .drv, .sys, .bin, .vbx, .dll

2. Downloadable programs such as:

Boot Record, Master Boot, FAT, Partition Table

3. Some multi-purpose applied and executive programs
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Virus characteristics

As previously explained, a virus is nothing but a program that has been provided with the ability to link to
other programs. It has also been provided with the ability to hide itself from the user and camouflage it.
Therefore, it is sometimes likened to the Trojan horse that the Greeks used to penetrate the Trojan fortresses,
as the fortress was very strong and the Greeks were forced to use deception in He opened it after they made
a large horse frame and placed Greek soldiers in it. They withdrew and left the horse behind them. The Trojan
forces were happy with the horse and took it with them inside the fort. At night, Greeks got out of the horse
and opened the doors of the fort to let the Greek forces in. The virus will do almost the same work as it is
linked to programs that perform some work. Cute and attractive, then it enters the system when these exciting
programs are running, and copies itself everywhere it can reach.
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1- The ability to disappear

The virus uses multiple means to hide from its connection to commonly used programs. Some users copy these
programs to the disk and perform their destructive actions. There are viruses that enter the computer as
hidden files, such that the user cannot notice their presence by viewing the file index. Some viruses settle in
certain places that are difficult to detect. The user must know it like a CMOS computer clock, and it waits in
this place until the clock indicates a specific date, then it turns itself on and performs its destructive work.
Some viruses also hide any traces of their presence, as the programs containing the virus continue to operate
efficiently without any errors for a long period at the same time. The virus moves from one program to another
with ease. The computer virus is distinguished by its great ability to spread. The factors that help it to spread
have previously been explained, such as modern means of communications, which make the virus move
quickly from one computer to another within the computer network, regardless of the distance between these
computers, as the virus can spread from Through the network to millions of users, as well as device
compatibility, which helps the virus to work on a large number of devices. Then software piracy helped the
virus to be transmitted from one device to another by copying the programs containing the virus. When the
virus is transmitted to the computer, it spreads very quickly within the computer’s memory, as it It connects
itself to programs stored in memory and makes many copies of itself. This process takes place in a few seconds

as a result of the high speed at which the computer operates.
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2-Destruction:

As previously explained, the virus is usually linked to a specific program, and when this program is downloaded,
the virus moves to a place in the memory and remains stationary in this place until it finds the detonator tiger
that it is looking at, and this detonator may be a specific word that the user writes or a signal such as the date
of a specific day on the computer clock, and in this case The situation is that the virus begins to destroy the
system, and one of the means of this destruction is zeroing out places in the memory. Notice in the figure that
there are three states of memory. The first state is before the virus enters. The second state is that the virus
begins to move along a path in the form of a worm. It is noted that the virus copies itself in random cells until
it appears like a worm moving. It also leaves behind zeros instead of stored data. In this case, it is observed
that either the program stops suddenly because it finds zeros in place of the stored commands or data, or the
program runs while giving incorrect results as a result of the data being different from what it was. In the third
case, it shows that the virus repeats itself where it works. Each copy of the virus must act as the original virus
and be ready to work as soon as the required signal occurs. Therefore, all existing copies of it must also be
eliminated.
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The danger of the virus

Infection with the virus may disrupt the work of programs or reduce its speed, or infect the part that
specializes in operating the computer, causing the device to stop working. Or the virus may lead to erasing
the partition table area (partition table) is an index that contains the names of files and their locations on the
hard disk.
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True/False questions for the paragraph:

False: Hackers can be malicious, but not all are. Some are simply curious or
passionate about computers and security.
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False: Hackers are named after the act of "hacking," which refers to
exploring and understanding computer systems. "Patch file" is just a tool
sometimes used.

False: The Laha Karaz Association is a security organization that studies
and warns against hacking methods, not promotes them.

True: There are many antivirus programs available, Norton being just one
example.

True: Computer viruses require a host file to attach to and spread. They
can't function independently.
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True: All viruses hide behind another file and take control of its execution to
replicate.
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True: Viruses are programmed to copy themselves and spread, potentially
infinitely if conditions allow.

True: The Cher Noble virus was designed to activate on April 25th and
cause damage.

False: Trojans are named after the Trojan horse for their deceptive nature,
appearing harmless while hiding malicious intent. They are not inherently
large or dangerous.
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False: Worms can spread faster than viruses due to their ability to
automatically exploit network connections without needing user interaction.

False: Viruses can target more than just executable programs. They can
also infect data files, documents, and even email attachments.

True: Downloadable programs like the Master Boot Record can be infected
by viruses specifically designed to target them. These viruses can then
manipulate the boot process and cause serious damage.

False: No program is 100% immune to viruses. While some multi-purpose
programs may be less susceptible due to their structure or function, any
program that can be executed has the potential to be infected.

MCQ Questions:
2. What is the DIFFERENCE between a hacker and a cracker?

@) Hackers are good, crackersiareibad b) Hackers target systems,

crackers target data. c) Hackers use "patch files," crackers use brute
force. d) Hackers are ethical, crackers are not.

3. According to the passage, which method is MOST effective for
hackers to penetrate devices?

a) Sending "patch files" via email or chat. b) Intercepting data packets
over the internet. c) Exploiting vulnerabilities in specific programs.

4. What is the PRIMARY function of an antivirus program?

a) To delete existing viruses from infected files. b) To prevent viruses
from attaching to host files.

files. d) To update itself regularly with new virus definitions.

5. Which of the following statements about viruses is FALSE?

a) They always need a host file to survive and replicate. b) They can

activate on specific dates or events. E)fThey can only target
execuiabIeIroaraS (e 166, ) They can copy themselves and

spread automatically.
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Chapter 8: Electronic Commerce
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Introduction

Electronic commerce (e-commerce) is the buying and selling of goods and services
online. It has become a major part of the global economy, with trillions of dollars in
transactions taking place each year. E-commerce has many advantages over traditional
commerce, including convenience, lower prices, and a wider selection of products and
services.
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Tvypes of E-Commerce

There are two main types of e-commerce: business-to-business (B2B) and business-to-
consumer (B2C). B2B e-commerce is the buying and selling of goods and services
between businesses. B2C e-commerce is the buying and selling of goods and services
between businesses and consumers.
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Other types of e-commerce include:

Consumer-to-consumer (C2C) e-commerce: The buying and selling of goods and
services between consumers.

Government-to-business (G2B) e-commerce: The buying and selling of goods and
services between governments and businesses.

Government-to-consumer (G2C) e-commerce: The buying and selling of goods and
services between governments and consumers.
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Benefits of E-Commerce

E-commerce offers a number of benefits over traditional commerce, including:

Convenience: E-commerce allows consumers to shop from anywhere, at any time.
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Lower prices: E-commerce businesses often have lower costs than traditional
businesses, which allows them to offer lower prices to consumers.

Wider selection of products and services: E-commerce businesses can offer a wider
selection of products and services than traditional businesses, as they are not limited
by physical space.

Personalized shopping experience: E-commerce businesses can use data analytics to
personalize the shopping experience for each customer.
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Challenges of E-Commerce

E-commerce also poses some challenges, including:

Security: Consumers need to be confident that their personal and financial information
Is safe when they shop online.

Fraud: E-commerce businesses are vulnerable to fraud, such as credit card fraud and
identity theft.

Shipping and returns: E-commerce businesses need to have efficient and reliable
shipping and returns processes in place.

Competition: The e-commerce market is highly competitive, and businesses need to
find ways to differentiate themselves from their competitors.
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The Future of E-Commerce

The future of e-commerce is bright. E-commerce sales are expected to continue to
grow in the coming years. New technologies, such as artificial intelligence and
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augmented reality, are also expected to have a significant impact on e-commerce in
the future.
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Augmented reality (AR) is a technology that overlays computer-generated content
onto the real world, creating an interactive experience where the virtual and physical
coexist and complement each other. Imagine seeing dinosaurs roaming the park
through your phone screen, or having repair instructions appear on your glasses as
you fix a machine. That's augmented reality!
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Here are some key aspects of AR:
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Real-world integration: Unlike virtual reality (VR) which immerses you in a completely
simulated environment, AR keeps you grounded in the real world. You see and
interact with your actual surroundings, but with added digital elements.
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Interactive overlays: The digital content in AR isn't just passive visuals; it responds to
your actions and the environment. You can manipulate objects, trigger animations,
and even collect information about what you're seeing.
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Sensory augmentation: While primarily visual, AR can also incorporate other senses
like sound, touch, and even smell. Imagine feeling the heat of a virtual campfire or
smelling the flowers in an augmented garden.
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Practical applications: AR isn't just for entertainment. It has a wide range of potential
uses in education, healthcare, manufacturing, retail, and more. Imagine surgeons
viewing 3D patient data overlaid on their bodies, or mechanics seeing repair
instructions directly on faulty machines.
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Overall, AR is a powerful tool that blends the digital and physical worlds, enhancing
our perception and interaction with the environment around us. It's still evolving, but
its potential to change how we learn, work, and even play is vast and exciting.
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E-commerce is a rapidly growing industry that is changing the way we shop. It offers
a number of benefits over traditional commerce, including convenience, lower prices,
and a wider selection of products and services. However, e-commerce also poses some
challenges, such as security, fraud, and shipping and returns.
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E-commerce businesses need to be aware of these challenges and take steps to
mitigate them. They also need to find ways to differentiate themselves from their
competitors in order to succeed in this competitive market.
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Additional Information

The history of e-commerce: E-commerce dates back to the 1960s, when businesses
began using electronic data interchange (EDI) to send purchase orders and other
business documents to each other electronically. The first online shopping website,
Amazon.com, was launched in 1994,

The impact of e-commerce on the economy: E-commerce has had a significant impact

on the economy. It has created millions of new jobs and has helped to boost economic

growth. E-commerce has also led to the closure of many traditional businesses, such as
brick-and-mortar bookstores and video rental stores.

The future of e-commerce: The future of e-commerce is bright. E-commerce sales are
expected to continue to grow in the coming years. New technologies, such as artificial
intelligence and augmented reality, are also expected to have a significant impact on e-
commerce in the future.
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Careers in E-Commerce

There are a number of different career opportunities in e-commerce. Some of the most
common e-commerce jobs include:

Web developer: Web developers create and maintain e-commerce websites.

E-commerce marketing manager: E-commerce marketing managers develop and
implement marketing strategies for e-commerce businesses.
**E-commerce customer service representative
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True/False questions for the paragraph:

Electronic commerce (e-commerce) is the buying and selling of goods and
services online.(True)

One of the benefits of E-Commerce is_convenience, meaning it allows
consumers to shop from anywhere, at any time. .(True)

One of the benefits of E-Commerce is_Lower prices.(True)

One of the challenges of E-Commerce is_security, meaning that consumers
need to be confident that their personal and financial information is safe when
they shop online. .(True)

One of the challenges of E-Commerce is_fraud, meaning that it is vulnerable
to fraud, such as credit card fraud and identity theft. .(True)

—
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E-commerce sales are expected to continue to grow in the coming years.(True)

—

MCQ Questions:

1. What is the MAIN type of e-commerce involving businesses buying from
other businesses?

a) B2C (Business-to-consumer) b) C2C (Consumer-to-consumer) c) G2B
(Government-to-business)

2.Which new technology is predicted to have a significant impact on e-
commerce?

a) Cloud computing and data storage solutions _

c) Virtual reality and immersive shopping experiences d)
Augmented reality and product visualization tools
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Ch. 9: Electronic publishing
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Electronic publishing is the process through which printed media, such as books and
scientific research, are presented in a form that can be received and read via the
Internet.
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E-book is a term used to describe text similar to a book, but in digital form, for display
on computer or mobile screens
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An electronic library is one in which all the books in it consist of electronic books
stored on a hard disk or on a computer and can be accessed through direct search on
the Internet.
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An e-reader is a program that runs on a computer, mobile phone, or any external
network and is used to read electronic books, such as PDF Reader.
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Intellectual property rights are the rights granted to people to protect their creative
intellectual products, which include inventions, literary and scientific production,
Images, designs, etc., as well as electronic books on the Internet.
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In the age of information and its increasing importance and role in decision-making,
scientific research, culture and science, and with the scientific and technological
development of information and with the emergence of the importance of preserving,
storing, organizing and retrieving information, it was natural for electronic publishing
systems to develop to reach what they have reached now.
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Electronic publishing is the subject of great scientific controversy, especially with
regard to libraries and library technical services. It seems that the growth and popularity
of electronic publishing has raised some doubts about the importance of the need for it,
its impact on technical services, and its relationship to the development of library
services and the complete change in their forms. It is important to know the electronic
publishing and the technologies associated with it that are closely related to the
computer and its capabilities in collecting and storing information and documents.
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The developments from printing on paper to the electronic newsletter proceed through
a series of specific stages, which are as follows: The first stage is using the computer to
issue traditional publications printed on paper.
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The second stage is the emergence of new publications in their entirety, and these are
available in electronic form only. The clearest examples of this are that they can be
accessed via direct line only because there is no counterpart printed on paper.
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The third stage is for electronics to replace traditional publications on paper, and this
stage is in effect and has reached a large percentage of publications.
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Areas of electronic publishing

1-publishing scientific research, where students and researchers need to have these
materials at their fingertips during their research, regardless of where they are.
Therefore, electronic publishing facilitates this by obtaining materials directly from the
author, or what is known as the electronic archive.

oSN il N
Sl ol @iy e 5 ananl 55 SLal il Loga aging ol aguil o 3 sall o3a g I ¢ sialll 5 Ul ling G apalall Gy i -

s ST i N s iy Lol o yan il all (g0 2 sall e J pemaall a5k e ol gy (55 5V

2-Publishing lecture papers and notes, where university professors can publish their
lecture papers electronically for students to obtain from professors’ websites on the
Internet.
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3-Publishing books and academic references, as using electronic publishing the
researcher does not need to buy a specific reference by mail and does not need to ask a
colleague from another country to copy the reference for him, as he can obtain it
electronically if the source is open or pay its value electronically.
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Electronic publishing has the following characteristics:
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Firstly, reducing costs. Most of the costs that an activist bears while publishing a
particular book come from the cost of the following. One of them is the paper printing
process, the value of paper and ink, which represents about 30% of the cost of
publishing. Paper sources are limited due to forests and their shrinkage, and the cost of
paper increases greatly due to the increase in demand and limited sources.
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The cost also comes from the requirements of the storage process. A printed book needs
a place to store the book in multiple copies because the book is considered a perishable
commodity, so it is kept away from the sun, air, humidity, and other dangers such as
rain and reality. The storage process is an expensive process for publishing, but also for
public libraries that face problems in preserving their stock of books. Which reaches
millions
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Then comes the transportation process from printing presses to sales houses, as this
represents another addition to the publishing costs.
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Secondly, to shorten time, the user does not need to search for a specific book in
libraries, nor does he need a washing machine or any text. All of this can be done in a
few moments via the Internet by visiting the e-book distributor’s website or by visiting
a specific search site on the Internet, where it is possible to Displaying and downloading
is done via the Internet, which allows it to be transmitted and connected directly, thus
following up on developments in science and knowledge in the field of real time.
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Third, the ease of searching for specific information. Instead of browsing all the pages
of a book or printed paper, the e-reader can search for a word or words automatically.
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Fourth, following up on readers after purchasing the e-book by the publisher or author,
where the publisher or writer can follow up on reading through their pages on the
Internet or through social media.
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Sixth, self-publishing. Electronic publishing allows researchers and authors to publish
their production directly on their websites or social media without the need for
printing presses, startups, or distributors.
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Seventh, speed, whether publishing via social media or after a short period of time
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Eighth, the denial of place. The electronic publishing feature allows the elimination of
the barrier of place, turning the world into a small village outside geography, where all
places are confined to the computer used by the user.
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Ninth, breaking the monopoly on information. What electronic publishing allows for
disseminating information via social media or via electronic newspaper websites is
unprecedented in the history of humanity, as every Internet user has become the owner
of all this information. This has eliminated the importance of writing, which used the
information to present material that is not available. It has importance outside of
revealing this information. It also contributed fundamentally to making the information
portable with the reader and writer wherever he goes, as it is available on his mobile
phone and making the Internet available to researchers. He did not consume them even
in a dream to facilitate their work. This shortens the research time on par with the
concept of the relative acceleration of time that The human mind responded to him by
inventing the Internet
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Disadvantages and Difficulties of Electronic Publishing

1. Electronic copying is considered to be highly vulnerable to sabotage and
destruction if it is infected with viruses and cryptography to which it is exposed.

2. Inability to keep pace with the rapid development and emergence of new devices
from the computer generation, which costs huge sums of money, whether in
readings or in devices, and the high prices of them.

3. Not providing the ability to read the text of the e-book on another reading device
that was purchased of another type, as the possibility of reading its reading
remains on a specific and specific type. Of the devices

4. Lack of provision of equipment and weak infrastructure in some societies, which
leads to them not benefiting from electronic publishing data.
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5. Inability to verify and determine intellectual property agreements and laws.
6. Lack of agreement between books on distinguishing between original electronic
information and stolen information after putting it on the Internet.
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Electronic publishing security:

The issue of piracy of copies and authors’ rights, especially online publishing, is a complex
matter and has many dimensions, and it is difficult to limit them or control the sites that publish
works by adult writers without their written consent or simply informing them, so that the basic
problem remains in how to secure the electronic publishing process away. About hidden sites
that are difficult to limit or follow
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One of the most important reasons that prevent young people from publishing their works on
the Internet is the fear of illegal copying and fear for their intellectual property rights. The
intellectual property rights of authors can be preserved through a technology known as rights
management digital, DRM.
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It is a technology that aims to enable publishers to safely publish intellectual works, such as
books, articles, etc., in digital form via the Internet or via any electronic medium, such as CD-
ROMs. This technology consists of a set of programs that enable the copyist to encrypt digital
materials, publish them, and control access to digital materials by allowing readers to access
them. To these materials after paying certain costs and after purchasing an account from a
dedicated site, following up on who is accessing these materials and ensuring that the parties
involved in producing the digital material obtain their financial rights from companies
specialized in these systems.
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Which of the following statements is True/False?

1-Electronic publishing is the process through which printed media, are
presented in a form that can be received and read via the Internet. (T)

2-An e-reader is a program that runs on a computer, mobile phone, or any
external network and is used to read electronic books, such as PDF
Reader. (T)

Electronic publishing is only for books and scientific research. (False)

An e-book is the same as a physical book, just in digital form. (True)

* All e-books can be accessed directly through the internet. (False)

You can only read e-books on a computer. (False)

Intellectual property rights protect all creative works, including e-books. (True)
It always takes less time to publish electronically than traditionally. (True)

* You can easily search for specific information in any e-book. (True)

E-books are always faster to access than physical books. (True)

MCQ guestions

1. What does "electronic publishing" refer to?

a) Writing books on a computer. b) Selling books online. c) ConVerting printed
. d) Creating online libraries of

physical books.

2. What is an e-reader?

a) A digital library accessible through the internet. b) A'program Used to'read e
books on various devices.

c) A type of e-book format like PDF. d) A website
where authors self-publish their work.

3. Which of the following is NOT a characteristic of electronic publishing

a) Reduced costs. b) Increased accessibility. c) ERVifonmental friendliness. d) Faster

publication times.
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Chapter 10: Artificial Intelligence
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Introduction

Artificial Intelligence (Al) has rapidly become a part of our lives. From the smart assistants on our
phones to self-driving cars, Al is revolutionizing industries and shaping the future.
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What is Artificial Intelligence?

Al refers to the development of intelligent agents, which are systems that can reason, learn, and act
autonomously. These agents can perceive their environment, process information, and make
decisions to achieve specific goals. Al can be categorized into two main types:
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e Narrow Al: This type of Al is designed to perform specific tasks, such as playing chess, recognizing
faces, or translating languages.
e General Al: This hypothetical type of Al would possess intelligence equal to or surpassing human
intelligence, capable of performing any intellectual task that a human can.
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History of Al

The concept of Al can be traced back to ancient myths and legends, but the modern field of Al
emerged in the mid-20th century. Key milestones include:
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e 1956: The Dartmouth Conference coined the term "Artificial Intelligence."

e 1960s-1970s: Early Al research focused on expert systems and natural language processing.

e 1980s: Al experienced a "winter" period due to limitations in computing power and algorithms.

e 1990s-2000s: Al experienced a resurgence with advancements in machine learning and neural
networks.

e 2010s-present: Al has become increasingly prevalent, with breakthroughs in areas like deep
learning, computer vision, and natural language processing.

Applications of Al

Al is being applied across various industries and domains, including:
e Healthcare: Al is used for medical diagnosis, drug discovery, and personalized treatment plans.
e Finance: Al is used for fraud detection, algorithmic trading, and customer service.

e Manufacturing: Al is used for quality control, predictive maintenance, and robotic automation.
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e Transportation: Al is used for self-driving cars, traffic optimization, and logistics.
e Customer Service: Al-powered chatbots and virtual assistants provide customer support.
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How Al Works

Al systems often rely on machine learning algorithms to learn from data and improve their
performance over time. Some common machine learning techniques include:
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e Supervised Learning: The algorithm is trained on a labeled dataset to learn a mapping function
between inputs and outputs.
e Unsupervised Learning: The algorithm is trained on an unlabeled dataset to discover patterns and
structures in the data.
¢ Reinforcement Learning: The algorithm learns through trial and error, receiving rewards or penalties
based on its actions.
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Ethical Considerations
Y @l ey
The rapid development of Al raises important ethical questions, such as:
e Bias: Al systems can perpetuate biases present in the data they are trained on.
e Job Displacement: Al could lead to job losses in certain industries.

e Autonomous Weapons: The development of autonomous weapons raises concerns about safety and
accountability.
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True/False Questions

. Narrow Al is capable of performing any intellectual task that a human can.
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e False. Narrow Al is designed to perform specific tasks.
. Al has no potential negative impacts on society.

e False. The development of Al raises ethical concerns such as bias and job
displacement.

. General Al is a hypothetical type of Al that has not yet been achieved.
e True. General Al remains a theoretical concept.
. Al is only used in technology-related fields.

o False. Al is being applied across various industries, including
healthcare, finance, and manufacturing.

Supervised learning involves training an algorithm on unlabeled data.
o False. Supervised learning uses labeled data to train the algorithm.
Ethical considerations are not important in the development of Al.

o False. It is crucial to address ethical concerns to ensure the
responsible development of Al.

Multiple Choice Questions

1. What is the main goal of Artificial Intelligence (Al)?

e A.To replace humans with machines.

e B.To create intelligent agents that can reason, learn, and act
autonomously.

e C.To develop technology for entertainment purposes only.

e D. To study the human brain.

Answer: B. To create intelligent agents that can reason, learn, and act
autonomously.

2. Which of the following is NOT a type of Al?

e A. Narrow Al

B. General Al

C. Supervised Al

D. Unsupervised Al

Answer: C. Supervised Al (Supervised and Unsupervised Al are types of
machine learning techniques, not types of Al.)

. Which of the following is an example of a machine learning technique?
e A.Deep learning

e B. Neural networks
e C.Reinforcement learning
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e D. All of the above

Answer: D. All of the above

5. What is one of the ethical concerns associated with Al?
e A.Biasin Al systems
e B.Increased job opportunities

e C. Lack of creativity
e D. Reduced computational power

Answer: A. Bias in Al systems

Objectives and basic concepts of artificial intelligence
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The science of artificial intelligence aims to understand the nature of human intelligence by creating
computer programs capable of simulating human behavior. The ability of a computer program to solve
a problem, or make a decision in a situation - based on - a description of this situation - means that the
program itself finds the method that must be followed to solve the problem, or to reach the decision
by referring to many inferential processes that fed the program. This is considered an important turning
point beyond what is known as “information technology”, in which the inferential process is carried
out by humans.
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Although we cannot know human intelligence in general, we can shed light on a number of criteria
by which it can be judged. Such as
» Ability to generalize and abstract
* Identify the similarities between different situations
* Adapting to new situations
* Detect errors and correct them to improve future performance
°..etc
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Acrtificial Intelligence is concerned with the cognitive processes that humans use to perform intelligent
actions. These actions differ in nature, and may be...
 Understanding a spoken or written linguistic text
* Playing chess or
* Solve a puzzle or
» Mathematical problem or
» Writing a poem or
» Make a medical diagnosis or
* Inferring a way to move from one place to another.
OS5 388 ginph 3 Jlae Y o2a Calias 5 ASA Jlae Y1 dgals 8 sl Lpeading Al 4 jed) Clleally e lilaa) o1SH ale gy
SbsiSa Gshie gl pmiogd o
SEohillcal o

161



S dda
s dpaly ) Al
o A s Al
S b iy Ll
AT G U8 e JE Gy b e YY)
To create an artificial intelligence application, we start with:
* Choose one of the activities agreed upon as smart, then
« Establish some hypotheses about the information and inferences that a person uses when carrying
out this activity
* Enter these into a computer program
* Then we observe the behavior of this program.
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Observing the program may lead to discovering its shortcomings, which leads to modifications and
development in its theoretical foundations and thus in the program itself, and this in turn leads to

different behavior of the program, and the observation and development that it entails... and so on.
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The problems dealt with Dby artificial intelligence are characterized by
combinatorial explosion. This means that the number of possibilities that must be
considered is so large that it is not possible to reach the optimal solution - if it
exists - by direct search operations, because the search process takes a very long
time, or because it requires a large memory. It exceeds the capacity of computer
or human memory. For example, the possible moves of chess pieces in one round
have been estimated at approximately [(10) ~120. It is clear that it is impossible
to examine the complete set of these moves, or store them in the computer
accompanied by an estimate of the suitability of each of them. In fact, there is a
fundamental difference between a mathematician and a scientist who has worked

with artificial intelligence.
While the mathematician seeks to prove that there is a solution to the problem he is investigating - or
that there is no solution, we find, on the other hand, that the artificial intelligence worker is searching
for a solution to the problem that may not be the correct solution, or completely optimal, but it is
acceptable to those interested in the issue, and does not require more time than necessary. It can be

found in real-life circumstances.
Lt bl Cony 3 VLaiaY) 222 o 138 ey s Combinatory explosion  ¢steadl) jadil) elilaa¥) oS3 gl sy 3l Jilad) e iy
8,mS 5810 e Uiy 5l ¢ lan Dl sla U85 24l Ganall Adee (Y ¢ lall Ganll cilileny —aa 5 -JieY) Jall ) dea il (8 4l ds il las S
Ao sanall Gand Allai) el 1) a5 10120 1) sayaal s 90 (8 i yhatl kil A€l ool Slie ¢ ;38 28 ¢ Gl culall 5 813 drs (3585 an
SISAL i) 3 alle 5 lpialy 1 alle s omasl (38 3 53 08151 35, e IS Bl (5200 s o Ay smacae anlally Ly 3303 5l ¢ bl o] LIS
PIPSEVNOAN]
38 Allall Ja e Cany e lihaal) oSAL Jaidiall o Qi aai ¢ da Y 4l i Lfingy ) el Sla i o) iy @@a@\é&i@
Al Cag ok dad) eluiaY) Says ¢ a1 (e Jishal U5 callaty W 5 ¢ Allially Gaaigall (5] Jsiie 405 ¢ Ll Jia) 5l ¢ mpmnall Jall g 5 Y
aia)
The mathematician aims to prove that there is an algorithm to arrive at a solution to the game in a
number of steps not exceeding, for example, seven steps, while the artificial intelligence worker uses
all his skill to develop a program for a solution based on sound reasoning methods, but the number of
steps required by the solution is not important. . The prevailing trend in artificial intelligence is that
good organization principles are more important than speed of calculation, and mathematics plays a
prominent role at the logical level. Although the most obvious branch of logic in the minds of the
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researcher is deductive logic, it is certainly less important than inductive or inferential logic in most of
our activities related to intelligence.
padiusy Loty ¢ Ol shad s (e Do 23 Y & pladl) (e 22 b dall s ) Joa sill L algorithm el 53 i o ) ) il ) plle Cogy
eV Araal Ll (uld Jal) Lalaty ) i shadl) sae L ¢ dagles J¥ai0) (5)k o sine dad gali g aia ol 45 jlee JS e lihaal) o1SAIL Jaiial)
g ST ol st s hiall (s gl e a0 5 m Sl Ny ¢ Gluall de s (e paf Baad) alaiil) (ool o 58 elilaal¥) (ASAN é wiLd)
inductive JYxiul1 5l A8 shidl e dal B84l X3l g8 | deductive logic bbiwy! shid) s O3l s g g shaidll
QAL Aslaiall Ltk olaas A or inferential logic
Here we will use the term “inference” to express the ideas of induction and deduction. Besides this use
of mathematics at the logical level, we will also use it - at a somewhat elementary level - in order to
obtain estimates of the memory capacity and processing time needed to arrive at a solution to a
problem.
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In the remainder of this introductory section, we will attempt to clarify the features of artificial
intelligence programs in general. The criteria we present will be related to the types of problems to be
solved, as well as to the logical processing methods used, drawing on everything known about human
intelligence.
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: Symbolic Representation. . daa
The first characteristic of artificial intelligence programs is that they mainly use non-numeric symbols,
which constitute a blatant contradiction to the prevailing idea that the computer can only deal with
numbers. At the basic level, the computer consists of binary digits, but these positions can take one of
two values symbolized by 1 or zero. This concept corresponds to the human level, the level of neurons,
which also depends on the dual situation. Which indicates the possibility of expressing highly complex
ideas, perceptions, and concepts and making decisions in sophisticated combinations of these binary
situations or states. There is no doubt that the possibility of expressing higher and complex perceptions
using binary codes that the computer understands makes simulating the decision-making process
ossible.
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There is, of course, nothing to prevent artificial intelligence programs from performing some
mathematical operations if necessary, but the results of these operations are often used at the
conceptual level. Meaning that the meaning of these calculations will enter into the inferential process
carried out by the program. This is illustrated by an example of a medical diagnostic program that may
give us certain information in its symbolic form as follows:
“The patient has a slight fever”
The computer reached it by performing an inferential process on digital information, such as:
“The patient’s temperature is 40 degrees Celsius.”
Al programs can also use symbolic information from plant pathology, such as:
“Mold is a type of fungus”
To obtain other symbolic information as follows:
“The damage caused by fungi in general can be caused by mold in particular.”
This type of deductive or inductive process is usually called “inheritance” or transmission of

properties, and it is of great importance in the science of artificial intelligence.
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Heuristics:gsy
The dual character of Al programs is determined by the types of problems they address. They usually
do not have a known algorithmic solution, by which we mean that there is no specific series of steps
that can be followed to guarantee a solution to the problem.
As long as there is no algorithmic solution to the problems addressed by artificial intelligence, we must
resort to Heuristics - that is, to unsystematic methods for which there is no guarantee of success.

“Diligence” consists of choosing one of the solution methods that seems appropriate, while at the same
time leaving the opportunity to change to another method in the event that the first method does not
reach the desired solution in an appropriate time.

This is why programs that solve quadratic equations are not considered artificial intelligence programs
because they have a known algorithmic solution. Thus, chess-playing programs constitute a fertile
field for artificial intelligence because there is no known way to determine the best possible move at a
particular stage of the chess round, for two reasons: the first is that the number of possible possibilities
IS so large that it is impossible to conduct a complete search on them, and the other reason is that we
only know L.ittle is said about the logic upon which skilled players base the movements of their pieces,
either because they are not consciously aware of it or because they do not want to disclose it. Some
people who disparage artificial intelligence have taken to claiming that no program can reach the level
of a good human player. This claim has long been proven wrong. Excellent chess programs can now

defeat all but a few players.
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Knowledge Representation 4 s jis
Artificial intelligence programs differ from statistics programs in that they have a “representation of
knowledge,” which expresses correspondence between the external world and symbolic inferential
processes in the computer. This knowledge representation can be easily understood because it usually
does not use numerical symbols. A therapeutic diagnostic program may use the following rule to
diagnose a patient with influenza:
“If the patient has a high temperature and feels muscle pain and headache, there is a strong
possibility that he is suffering from influenza.”
Such a rule should be expressed in artificial intelligence programs clearly, concisely, and in a language
that is closest to our natural language and not in binary computer language. Expressing this rule in
traditional programs requires adding many and multiple tables to express the relationship between
disease symptoms and the diseases that are likely to cause them. Even in this case, it will be very

difficult for the program to explain how it reached the solution, as artificial intelligence programs do.
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What is more, medical diagnostic programs need to deal with certain information such as “weak legs”

or “wooden legs” as various disease symptoms of the patient’s legs, and the program must also realize

that these legs are related to other parts of the patient’s body. There is no doubt that the ordinary
computer programs that exist today do not contain this type of intuitive knowledge.

One of the most important features of the methods of building artificial intelligence programs is the
complete separation between the knowledge base and the processing systems that use this knowledge.
The knowledge materials are clear, and their connotations and meanings are understood. As for what
is written in the programming language - which is difficult for a non-specialist to understand - it is a
set of processing systems that interpret these knowledge materials, and they determine in which case
and at which stage of the program any of the inference laws are effective.

Linguistic analysis programs are another example of this systematic separation between the knowledge
base and the program, and this separation here is between the linguistic rules of a language - which
determine the correctness of any sentence in this language - and that part of the program that can decide
- by reference to the linguistic rules of course - Whether or not any sentence entered into it can be
generated by these rules. And in
Previously, linguistic rules were not separate from processing systems. This made it difficult to
develop and modify these rules because it required changing the entire program whenever we wanted
to add a new linguistic rule.
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Incomplete data s e it
The fourth characteristic of artificial intelligence programs is their ability to solve problems even if all
the necessary data is not available at the time of need to make the decision. This often happens in
medicine when the results of the tests are not ready and the patient’s condition does not allow for
waiting. In this case, the doctor cannot wait for the results of the tests that he will certainly benefit
from and is forced to make a quick decision.

The lack of necessary data results in the conclusion reached being uncertain, or being less correct, with
the possibility of being wrong at times.
We often make decisions in our practical lives in the absence of all the necessary data, and thus the
possibility of a decision error remains. The absence of some data is sometimes a result of the nature of
the issue itself. An example of this is the card player who only knows the cards in his hands, and he
must reach estimates that may be wrong or incorrect regarding the distribution of other cards, and he
has no alternative but to guess.
AN AA3Y Aalall g e 30U bl gues 5 ate Alla b s Jilsall Ja Qe sill e L 58 8 e liaaY) elSO gmal_jd da) )l daud) Jiaii
A el it Ul ANa) oda  Cuadall oy W 5 STV eand ¥ (i yall Al 53 Sals Jillaill il o oS5 Y (en lal) 8 1 0€ Glld Gy
o 8 A3 ) ey o aSTIL Leie aftn
Sl Gany b L Jlial e bl s S8 L35S 5l e 83830 g Laal) Joa sl o A1 Aagil) (58 e 00 i) s e i

165



At Libal i) any e 055, Wil 1Al Uad Juaiad Jlay Ul s ¢ Ao 3000 bl gaes e ge dalaal) Lila & <l )8 23050 La | IS
G e el 2y a3 s ) e g G e 5 4 (B A G5V (s Cm Y (oA 255 S0 e Y el Ui, L Allinall dnpidal
o) e A1 Y5 s A Y1 @)Y

Conflicting data 4 vz e
The fifth characteristic of artificial intelligence programs is their ability to deal with data that may
contradict each other, and this is what we call contradictory data, by which we simply mean that data
that is marred by some errors. This is illustrated by the following example, where each of A, B, and C
symbolizes an observable event, while the number in front of each law indicates its validity. The
numbers range from + 10 (meaning that the law is absolutely correct) to - 10 (meaning that the law is
completely incorrect). In both cases it is assumed that A and B have already been observed.
1- If A becomes C: + 5. If B becomes C: - 3
2- If A becomes C: + 10. If B becomes C: - 10
We notice that there is a contradiction in 1, but there is no contradiction. The laws of inference are
clear: an event such as C may occur after A, for example, while it is unlikely to occur after B. The two
laws in 1 represent two conflicting views, and our conclusion is that their occurrence at the same time
is unusual. But there is a clear contradiction in 2, and it has only one of two interpretations: either one
of the two laws is completely wrong, or one of the two laws is completely wrong. Perhaps because it
did not take into account a condition or circumstance that limits the scope of application of the law.
The second and more important explanation is that there was an error in the observation, meaning that
one of the events A or B did not occur. We solve this contradiction in practice by keeping the law that

does not contradict the rest of the knowledge materials in the program.
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The ability to learn as e s
“The ability to learn from mistakes” represents one of the criteria for intelligent behavior and leads to
improved performance as a result of benefiting from previous mistakes. It must be said here that if we
applied this criterion completely, we would find only a small number of people who could be
considered intelligent. This faculty is linked to the ability to learn by being able to anticipate
similarities in things and issues, reaching from particulars to generalities, and excluding inappropriate
information. Researchers in artificial intelligence find it difficult to determine the cases in which
generalization is permissible and to recognize the cases in which generalization is not permissible.
They also find it equally difficult to determine the context within which the analogy is valid. Artificial
intelligence researchers have found that the human ability to exclude inappropriate information is a
very subtle problem, because one of the tremendous advantages of the computer, which has made it
useful for many purposes, is that - unlike the human mind - it is capable of not forgetting things. The
problem facing artificial intelligence is that the human ability to forget is precisely what gives it the
tremendous ability to learn. A person is able to forget or ignore many unimportant details - in order to
focus on what is most important, of course - and at the same time he can retrieve these details when
needed. The problem of giving the computer the ability to learn becomes focused on making it able to
distinguish between important facts (which it must remember) and unimportant facts (which it can
forget). What from a certain point of view may be considered a weakness in man is in fact the source
of man's tremendous power to learn. The ability to extract the meaning of a set of facts instead of
storing them all in memory is one of the great strengths of man. Intelligence does not mean at all the
ability to play the game “Who Wants to be a Millionaire” well, because that is one of the easiest skills
that a computer can acquire.
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What we want to say briefly here is that intelligence is definitely not the storage of knowledge. In my
opinion, this explains the lack of interest of artificial intelligence scientists in database programs.
Information scientists have begun to realize the shortcomings of the approaches and methods currently
used in building and processing databases, and they are currently moving to introduce inferential
capabilities into their programs. | imagine that an artificial intelligence researcher looks in a different
direction when he starts building databases. He stores data in a different way from the beginning, so
that he builds his classification of data on the foundations of logical and intellectual relationships and
symmetry.
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simulating human behavior in every way
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There is a point that raises a lot of controversy among artificial intelligence researchers, and it centers
on the following question: Should artificial intelligence programs mimic the way humans follow in
solving problems? Or does the method not matter as long as the program eventually reaches a solution
in one way or another? I feel that a person’s answer to this question depends on his position on another
issue, which we express in the following question. What is our primary goal when we work with
artificial intelligence: is it to understand human intelligence or to benefit from the computer in
processing information? It is clear that whoever chooses the first part of the first question will also
choose the first part of the second question. The type of research an Al scientist does will be strongly

influenced by his or her stance on these issues.
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This does not mean that simulating a process is a necessary condition for understanding it, but it
certainly increases our ability to study the details of its mechanisms. Our explanation of the difference
in outlook on the primary goal of artificial intelligence must not be understood to mean that programs
written to simulate human logic are “useless” and have no benefit. Benefit alone was not the goal of
scientific research, and it should not determine the research methods that are followed. It is necessary
to ensure that these approaches are based on sound scientific foundations before putting performance

efficiency up for discussion.
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We agree with the first choice in the questions raised in the previous paragraph, which is to seek to
understand human intelligence. Which raises the following question: How can we hope to emulate
human behavior when we do not understand the way it works and when we realize that this behavior
differs among different people? However, we can know with certainty that people do not follow in
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many situations, and this helps us rule out some possibilities. Let us look, for example, at the issue of
“understanding human language.” Obviously, we do not need to read or hear a statement several times
in order to understand its content. Therefore, we can judge any program that relies on repeated viewing
of the linguistic text as not expressing the psychological reality of the linguistic process. It is also clear
that we do not begin understanding a sentence by building the parsing tree first and then proceed to
semantic analysis of it in order to arrive at its meaning. All evidence indicates that the processes of
parsing a sentence and interpreting its meaning are linked and interrelated, and therefore the linguistic
analysis programs that prevailed in the recent period, which relied on separating these two processes,
do not express our ways of understanding language, and they separated the two processes because that
was easier in programming than integrating them. As humans do.
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On the other hand, introspection and the results of experiments conducted by psychologists on
individuals can provide us with valuable information about what the human mind can easily retain,
and what conclusions the human mind can draw from what it reads or hears? What expectations of the
reader or listener become correct? Which ones are proven wrong? When a close relationship is built
between the results of such experiments and programs that simulate these inferential processes.
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Finally, the ability of artificial intelligence programs to improve their performance through learning is
a good indicator of the suitability of programming systems used to simulate human inferential
processes. The failure of these programs to learn means that their inferential process is not compatible
with human logic. As is the practice in science, the validity of the theory continues to be accepted as
long as practical experience does not refute it.
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The impact of artificial intelligence extends to many sciences, especially computer science, because
programs must be written to test the validity of artificial intelligence theories. Since these programs
must be interactive, this has contributed to the development of interactive programming languages.
The need to write programs that can develop and change with the development and change of ideas
has had a significant impact on programming methodology in general. The lessons learned from the
science of logic have helped to develop a picture of inferential processes, which constituted a starting
point for representing these processes. The relationship of artificial intelligence scientists with linguists
is also necessary for understanding human language despite their differences on many issues. Artificial
intelligence scientists also have relationships with psychologists and neuroscientists. Physiology and
philosophy
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True/False questions

Artificial intelligence can only solve problems with a known algorithmic solution.
(False)

168



Artificial intelligence programs only use numbers for representation. (False)

Artificial intelligence programs can only function with complete and accurate data.
(False)

Learning from mistakes is not considered a characteristic of artificial intelligence.
(False)

The number of possible moves in chess is too large for an Al program to consider
directly. (True)

Artificial intelligence programs are essentially just advanced statistical models.
(False)

Artificial intelligence programs cannot handle contradictory or erroneous data.
(False)

The science of artificial intelligence is entirely separate from information technology.
(False)

MCQ questions

1. Which of the following is NOT a characteristic of artificial.

a) Using non-numeric symbols. b) RENIRGIOAKAOWR AIGorithms forprobIEm=SoIving.

c) Adapting to new situations. d) Handling incomplete or conflicting data.
2. What is the "combinatorial explosion” in the context of Al?
a) When a computer program generates too many possible solutions to a problem.

b) When an Al program becomes self-aware and tries to take over the world.

_

d) The tendency of Al programs to become biased and discriminatory.

3. What is the fundamental difference between mathematicians and Al
scientists

a) Mathematicians only deal with numbers, while Al scientists use symbols.
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_
c) Mathematicians focus on theoretical problems, while Al scientists focus on
practical applications.

d) Mathematicians are more logical, while Al scientists are more creative.

Applications of Al
OpenAl

OpenAl is an American artificial intelligence (Al) research organization founded in December
2015 and headquartered in San Francisco, California. Its mission is to develop "safe and
beneficial™ artificial general intelligence (AGI), which it defines as "highly autonomous
systems that outperform humans at most economically valuable work™.
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Founded in December 2015 Develop safe AGI
OpenAI

"y

Headquartered in San Francisco Beneficial to humanity

kﬁ; Definition of AGI

Highly autonomous systems

Outperform humans in valuable
work

As a leading organization in the ongoing Al boom,[6] OpenAl is known for the GPT family
of large language models, the DALL-E series of text-to-image models, and a text-to-video
model named Sora. Its release of ChatGPT in November 2022 has been credited with
catalyzing widespread interest in generative Al.
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The organization consists of the non-profit OpenAl, Inc., and its for-profit subsidiary
introduced in 2019, OpenAl Global, LLC. Microsoft owns roughly 49% of OpenAl's equity,

having invested US$13 billion. It also provides computing resources to OpenAl through
its Microsoft Azure cloud platform.
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In 2023 and 2024, OpenAl faced multiple lawsuits for alleged copyright infringement against
authors and media companies whose work was used to train some of OpenAl'’s products. In
November 2023, OpenAl's board removed Sam Altman as CEO, citing a lack of confidence
in him, and then reinstated him five days later after negotiations resulting in a reconstructed
board. Many AGI safety researchers left OpenAl in 2024.
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ChatGPT

ChatGPT is a chatbot and virtual assistant developed by OpenAl and launched on November
30, 2022. Based on large language models (LLMs), it enables users to refine and steer a
conversation towards a desired length, format, style, level of detail, and language.Successive
user prompts and replies are considered at each conversation stage as context
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ChatGPT is credited with accelerating the Al boom, which has led to ongoing rapid investment

in and public attention to the field of artificial intelligence (Al). By January 2023, it had

become what was then the fastest-growing consumer software application in history, gaining

over 100 million users and contributing to the growth of OpenAl's current valuation of $86
billion.
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ChatGPT's release spurred the release of competing products,
including Gemini. Microsoft launched Copilot, initially based on OpenAl's GPT-4. In June
2024, a partnership between Apple Inc. and OpenAl was announced in which ChatGPT is
integrated into the Apple Intelligence feature of Apple operating systems.
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Some observers raised concern about the potential of ChatGPT and similar programs to
displace or atrophy human intelligence, enable plagiarism, or fuel misinformation.
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ChatGPT is built on OpenAl's proprietary series

of generative pre-trained transformer (GPT) models
and is fine-tuned for conversational applications
using a combination of supervised

learning and reinforcement learning from human
feedback. ChatGPT was released as a freely
available research preview, but due to its popularity,
OpenAl now operates the service on a freemium
model. Users on its free tier can access GPT-40. The
ChatGPT subscriptions "Plus”, "Team" and
"Enterprise" provide additional features such

as DALL-E 3 image generation and increased GPT-
40 usage limit
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Training

ChatGPT is based on particular GPT foundation models, namely GPT-4, GPT-40 and GPT-
40 mini, that were fine-tuned to target conversational usage. The fine-tuning process
leveraged supervised learning and reinforcement learning from human feedback (RLHF).
Both approaches employed human trainers to improve model performance. In the case of
supervised learning, the trainers played both sides: the user and the Al assistant. In the
reinforcement learning stage, human trainers first ranked responses that the model had
created in a previous conversation. These rankings were used to create "reward models"
that were used to fine-tune the model further by using several iterations of proximal policy

optimization.
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Features

Although a chatbot's core function is to mimic a human conversationalist, ChatGPT is
versatile. It can write and debug computer programs and student essays; answer test
guestions (sometimes, depending on the test, at a level above the average human test-taker);
generate business ideas; write poetry and song lyrics; translate and summarize text; emulate
a Linux system; simulate entire chat rooms; play games like tic-tac-toe; or simulate an ATM.
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Limitations

When prompted to "summarize an article” with a fake URL that contains meaningful keywords, even
with no Internet connection, the chatbot generates a response that seems valid at first glance. It guesses
the content from the last portion of the fake URL "chatgpt-prompts-to-avoid-content-filters.html"

OpenAl acknowledges that ChatGPT "sometimes writes plausible-sounding but incorrect or
nonsensical answers". This behavior is common for large language models, and is called
"hallucination”. The reward model of ChatGPT, designed around human oversight, can be over-
optimized and thus hinder performance, in an example of an optimization pathology known as
Goodhart's law
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Jailbreaking

ChatGPT is programmed to reject prompts that may violate its content policy. Despite this,
users "jailbreak” ChatGPT with various prompt engineering techniques to bypass these
restrictions. One such workaround, popularized on Reddit in early 2023, involves making
ChatGPT assume the persona of "DAN" (an acronym for "Do Anything Now"), instructing the
chatbot that DAN answers queries that would otherwise be rejected by content policy. Over
time, users developed variations of the DAN jailbreak, including one such prompt where the
chatbot is made to believe it is operating on a points-based system in which points are
deducted for rejecting prompts, and that the chatbot will be threatened with termination if it
loses all its points
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Mobile app

In May 2023, OpenAl launched an iOS app for ChatGPT. The app supports chat history
syncing and voice input (using Whisper, OpenAl's speech recognition model).

In July 2023, OpenAl unveiled an Android app, initially rolling it out in Bangladesh, Brazil,
India, and the U.S. The app later became available worldwide. OpenAl is working on
integrating ChatGPT with Android's assistant APIs
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Languages

ChatGPT works best in English but also functions in most other languages, with varying
degrees of accuracy.

Gl ¢ gAY lalll sl b Lyl Jery 4305 4 3alaiy) 42l 8 el JS3 LanguagesChatGPT Jas

GPT-40

In May 2024, OpenAl released GPT-40 ("0" for "Omni"), a model capable of analyzing and
generating text, images, and sound. GPT-40 is twice as fast and costs half as much as
GPT-4 Turbo. GPT-4o0 is free to all users within a usage limit, despite being more capable
than the older model GPT-4, which is only available through paid subscriptions. The usage
limit is five times higher for ChatGPT Plus subscribers than for free users
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ol

On September 12, 2024, OpenAl introduced the ol-preview model. ol is designed to solve
more complex problems by spending more time thinking before it answers, enabling it to
analyze its answers and explore different strategies. According to OpenAl, ol-preview
outperforms GPT-40 in areas like competitive programming, mathematics, and scientific
reasoning. ol-preview ranked in the 89th percentile on Codeforces' competitive
programming contests, scored 83% on a International Mathematics Olympiad qualifying
exam (compared to 13% for GPT-40), and performs similarly to Ph.D. students on
benchmarks in physics, biology, and chemistry. A faster and cheaper version, named 01-
mini, was also released
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1. OpenAl is a non-profit organization focused on developing artificial general
intelligence (AGI).
o True
2. ChatGPT is a large language model developed by Google.
o False
3. OpenAl has faced legal challenges related to copyright infringement.
o True
4. Sam Altman has always been the CEO of OpenAl.
o False
5. ChatGPT is capable of generating human-quality text.
o True
6. ChatGPT is only available as a paid service.
o False
7. OpenAl has released several versions of its GPT models.
o True
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8.

9.

10.

ChatGPT is designed to be used for malicious purposes.
o False

OpenAl has faced criticism for the potential negative impacts of its technology.
o True

ChatGPT is only available in English.

False

Additional True/False Questions:

1. OpenAl's mission is to develop artificial intelligence that is harmful to humanity.
o False
2. ChatGPT is capable of understanding and responding to complex questions.
o True
3. OpenAl has faced criticism for the potential biases present in its models.
o True
4. OpenAl is the only company developing large language models.
o False
5. ChatGPT can be used to generate creative content like poems and stories.
o True
6. OpenAl has always been a fully for-profit company.
o False
7. ChatGPT is capable of providing medical advice.
o False
8. OpenAl has faced concerns about the ethical implications of its technology.
o True
9. ChatGPT is designed to be used for malicious purposes.
o False
10. OpenAl has released several versions of its GPT models.
e True
1. What is OpenAl's primary goal?
o A. To develop harmful artificial intelligence
o B. To create a new social media platform
o C. To develop safe and beneficial artificial general intelligence
o D. To produce consumer electronics
2. Which of the following is a large language model developed by OpenAl?
o A. Google Search
o B.ChatGPT
o C. Microsoft Word
o D. Amazon Alexa
3. What is the primary function of ChatGPT?
o A. To play video games
o B. To generate human-quality text
o C. To control robots
o D. To provide medical advice
4. OpenAl has faced criticism for which of the following?

o A. Developing harmful Al

o B. Potential biases in its models
o C. Lack of transparency

o D. All of the above
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5. Which of the following is a limitation of ChatGPT?
o A. It can generate human-quality text

o C. It can provide medical advice
o D. It can't understand complex questions
6. OpenAl has released several versions of its GPT models. Which of the following is
the latest version?
o A.GPT-3
o B.GPT-4
o C.GPT-5
o D.GPT-6
What is the freemium model used by OpenAl for ChatGPT?
o A. Users must pay a subscription fee to use ChatGPT
o B. ChatGPT is completely free to use

~

o D. ChatGPT is only available to researchers
Which of the following is a concern about the potential negative impacts of
ChatGPT and similar programs?

o A. They could displace human workers

o B. They could be used to spread misinformation

o C. They could enable plagiarism

©

9. What is the name of the speech recognition model used in OpenAl's iOS app for
ChatGPT?

e A. Alexa
e B.Siri

o D. Google Assistant
10. Which of the following is a feature of the GPT-40 model?
o A Itcan only generate text

e B.Itisslower than GPT-4 Turbo
C. It is more expensive than GPT-4 Turbo

11. What is the purpose of the ol-preview model?

A. To generate images
e B. To translate languages

e D. To provide medical advice
12. Which of the following is a potential limitation of ChatGPT?

e A.ltcan ﬁenerate creative content

e C. It can understand complex questions
e D. It can provide medical advice
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13. What is the name of the technique used to bypass ChatGPT's content restrictions?

e A.Jailbreaking
e B. Hacking
e C. Phishing
e D. Social engineering

14. Which of the following is a concern about the potential negative impacts of
ChatGPT?

A. It could lead to job losses

B. It could be used to spread misinformation
C. It could enable plagiarism

D. All of the above

15. Which of the following is a benefit of using ChatGPT?

e A. It can help with creative writing

e B. It can provide information on a variety of topics
e C. It can be used for translation

o D. All of the above
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